SWG troubleshooting
and common scenarios

July 2022



) Skyhigh
Overview

e Software/License
« How to submit a hardware issue
« SWG Troubleshooting

 Perfect Case/SR



Software & License

e SWG Software & License
https://contentsecurity.skyhigh.cloud

Important Announcement

* Beta
* ICAP Clients
Skyhigh Security performed a clean-up of the SWG download paertal, Content & Cloud Security Portal » Tools
° S k h i h C I i e nt P rOX (S C P) C S R & The following versions have been removed from the portal, effective January, 27, 2021 » Archive
y g y 7 s 7.6.xandolder » Language Packs
- 77x > BIOS

Oth e rS Afte:J:n.Bu;y 27, 2021, there is no way of downloading the older builds. Please contact support if you have any 7 rernal frenive
https://www.trellix.com/en-
us/downloads.html

Skyhigh Secure Web Gateway FIPS 140-2 Status

The following Skyhigh Secure Web Gateway versions mest the FIPS 140-2 requirements through use of a FIPS-
validated cryptographic library:

e License issues SWG: (822
Contact licensing@trellix.com

Skyhigh Secure Web Gateway Main Release

Product Version Build Filesize Release Date Release Notes Filetype

McAfee Web Gateway Appliance 150 10.211 41081 T17MB  Jun 14,2022 L') isa
° SWG FAQS : z:;e:c:fziir:;:::z;nce use 10211 41081 g4e M% Jun 1!-j 2022 yrugn
https //kC m . tre | | IX . CO m/CO rpo rate/l n d exo paq e Skyhigh Secure Web Gateway Controlled Release
= CO nte nt&i d = K B 7 7 8 1 6 Product Version Build Filesize Release Date Release Notes Filetype

McAfee Web Gateway Appliance 150 11.20 41149 736MB  Jun 21,2022 L'D iso

McAfee Web Gateway Appliance USB 1120 41149 B897TMB  Jun 21,2022 _4 ush

Open Source Components i?


https://contentsecurity.skyhigh.cloud/
https://www.trellix.com/en-us/downloads.html
https://www.trellix.com/en-us/downloads.html
mailto:licensing@trellix.com
https://kcm.trellix.com/corporate/index?page=content&id=KB77816
https://kcm.trellix.com/corporate/index?page=content&id=KB77816

Hardware Troubleshooting

How to submit a hardware issue to the Web Gateway Technical Support team

https://kcm.trellix.com/corporate/index?page=content&id=KB89685

Getlogs script (hardware log)

Required information

For all hardware topics such as:

RAID reports 1 critical disks and 1 failing disks

BBU - Battery replacement required

MWG not starting


https://kcm.trellix.com/corporate/index?page=content&id=KB89685

Hardware Troubleshooting - cont
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Secure Web Gateway Troubleshooting

» Feedback file

* Rule traces (identify delays, flow through policy)

» Tcpdump / Network Tools (packet flow, network communication)

» Connection traces (what is proxy engine doing, needed for SSL/HSM/FTP and more)
 Core file (memory dump, identify resource usage issue)

 Auth. debug (identify auth. issues)

« Common issues



Secure Web Gateway
Troubleshooting - ST —,
Feedback File ——

on 10.2.10 (407 68) | User in Su inistratar
Dashboard Policy | Configuration | Accoun M

Troubleshooting > Feedback

[+ Pause runnin ing McAfee Web Gateway to create a backirace (recommended)

[] Collect Saas Policy

https://kcm.trellix.com/corporate/index?p | e n s || [z ef—
age=content&id=KB63289 e | e

£ mwgmain %

-~



Secure Web Gateway Troubleshooting - Feedback File - Cont
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1 HcAfee

McAfee Web Gateway

El

Search | |[J] Save Changes |~
Rule tracing central
Rule tracing central
For mwgmain ~ | Import =

ttps:/ /www.youtube.com
Filter by

07.21 16 s 90ms 14ps,

ecure Web Gateway =

roubleshooting - Rule
races

Enable SafeSearchEnforcer

et tracing
ork tools
ystem tools

tion to Cle

Troubleshooting > Rule Tracing Central

eaming Media, M

CONNECT

Server: mwgmain | Eerver Time: 2022-07-21 16:18 CEST | UT Version 10.2.10 (40768) | User: admin | Role: Super Administrator

I McAfee McAfee Web Gateway

Svstem Preferences | UserPreferences

, Search | |[J] Save Changes
Rule tracing central
% Rule tracing central
For |mwgmain ~ | | Import =

4| https:/ fwww.youtube.com/
H2022.07.21 16:18: 15, 5ms 2725, 1
Filter by

ion tracing
Packet tracing

al URL Filtering Group

pefault

Allow URLs That Match in URL Whitelist for Default Groups
chEnforcer

Block URLs Whose Category Is in Category Blocklist for Default Groups

Top Properties  Details
Cyde: Request - 327ps (Block URLs Whose Category Is in Category Blocklist for Default Groups)

in list Category Blocklist for Default Group
Evaluated

Value
“URL.Categaries <Default;

aming Media, Media Sharing
Category Blockiist for Default Group

<not induded in trace> Open current, local list

URLFilter™. 1)



Secure Web Gateway Troubl

eshooting - Rule Traces - Cont

B Mchfee Web Gateway

Server: mwgmain

LI McAfee McAfee Web Gateway

24/23:27 CEST | UI Version 10.2

Uzeri admin

Rolet Super Administrator

Systom Praferences

Search

B B
Rule tracing central
- o mwgman
Fies

Rule tracing central

For |mwgmain Import «

Log files Filter by e -

Rule tracing fies
Feedback € or UR
Core files

Connection tracng
Packet tracing
Network tools

System tools
Synchronzation to Clof
Backup/Restore

Reset applance passw
mwgtwo

Fies

Log files

Rule tracing fles
Feedback

Core files

Connection tracng
Packet tradng
Network tools

System tools
Synchronzation to Clg
Reset apphiance passw

Time URL

or

192,168.2.125

o) &

&atd

o

1"
Top Propertes Detais

Property Value

google.com

Google

Google Suche Auf gut Gluck!

Google angeboten auf. Engiis

Gmail

Bilder
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Secure Web Gateway
Troubleshooting - GTI
delays

GTl is our Global Threat Intelligence
service and is a needed for the web
gateway to function correctly.

Failure to allow access to our GTI servers
correctly will cause noticeable and direct
delays (up to 12 seconds)

For |\ mwgmain -~

Filter by

mwammain

httpforever

Rule tracing central

Impart -

-

or [192,168.2,125

OGS XdEHEY -

]

Go

Export -

Clear -

9

http:/ /httpforever.col
2022.07.21 16:30:48, 125 115ms 448ps, 192, 168.2

Cyde: Al

Cyde |Name

-- ==l authentication Rules

. [ =—IGlobal Blockist

--|::|Da13 Loss Prevention (DI


https://kcm.trellix.com/corporate/index?page=content&id=KB90854
https://kcm.trellix.com/corporate/index?page=content&id=KB90854
https://kcm.trellix.com/corporate/index?page=content&id=KB79640
https://kcm.trellix.com/corporate/index?page=content&id=KB79640

[J McAfee wcAfee Web Gateway @ l—IJ >§ '%e\ &

Dashboard Policy Configuration Accounts
HNetwork tools
- Rule tracing central b

=) . mwgmain Command line parameters:
- Fileg all
- Log files
- Rule tracing files ping pingé nslookup traceroute traceroutes ip neigh ntp
- Feedback Results:
- Core files hastats
- Connection tracing

- Packet tracing

Secure Web Gateway Lo |

- Synchronization to Cl

0 - Backup/Restore ; ; ; + t
- Reset appliance pass | Server | Status | Sessions per Second|Cumulative Sessions|
— = g mwgtwo + + + + +
- Files |152.168.2.58| UP | o | o !
- Log files ; ; ;
~ Rule tracing files FIP not configured
- Feedback
- Core files ICAT - IDvd
- Connection tracing
- Packet tracing
. Networkbolols | Server |Status|Sessions per Second|Cumulative Sessions|
- System tools L + '
Network tools, general troubleshooting

|1s2.1g2.2.52| UP | a | a |
- Reset appliance pass: . N s

SOCES not configured

initial checks for connectivity.

Packet Tracing also verbally known as . i \
TCPDump capturing packets on the i 2 @ oL ,%9‘ H

Dashboard Paolicy Configuration Accounts

network for in-depth investigation. =

Packet tracing
-~ Rule tradng central
L:_I.? mwamain Command line parameters:
.- Files -npi any -5 0 host 192.168.2,50
- Log files 3
- Rule tracing files tcpdump start tcpdump stop
- Feedback Results {dump):
-~ Caore files @ mugnn b

- Connection tracing —
Mame Size
::::;;kmb;zs || tcpdump-20220721-165620. trace 4.0 MiB
- Synchronization to Clg|
- Backup/Restare

-- Reset appliance pass




Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont

Troubleshooting > Packet Tracing | Network Tools

-s 0 (snap length - amount of data for each frame; O no limit)

-npi any (don‘t convert host/ports, no promiscuous mode, all interfaces)
host www.mcafee.com or host 10.11.12.13

port 445

Rolling tcpdump from SWG CLI
nohup tcpdump -Z root -s 0 -i any host x.x.x.x or host x.x.x.x -C 100 -W 20 -w
capturefilename.pcap &

-Z user

-C is how large the capture can be before a new one is started in MB
-W is how many files before the oldest is deleted

& run in background

13



Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont

B McAfee Web Gateway = O X

Server: mwgmain | Serser Time

| R §
I McAfee mMcAfee Web Gateway @ II X %

Dashboard Policy Configuration Accounts
=
- Rule tracing central
- o mwgmain
- Files | Clear

- Log files r " Y
. Rule tracing files ping pings nslookup traceroute traceroutes ip neigh ntp | hastatz Caneel

\._% Search [‘3‘-] Save Changes |~

Network tools

Command line parameters:

- Feedback Results:
- Core files

- Connection tracing

- Packet tracin Cancelled!

- System tools
- Synichronization to Clo %
- Backup/Restore
- Reset appliance passwv
= o mwgtwo
- Files

- Log files

- Rule tracing files
- Feedback

- Core files

- Connection tracing
- Packet tracing

- Metwork tools

- System tools

- Synchronization to Clo
- Reset appliance passw

Export. ..




Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont

Helpful Filters in Wireshark

Request methods (GET — POST — HEAD)
http.request.method == GET

URL-Search
http.request.uri contains "bbc.co.uk"

DNS Requests with no Response:

ldns.response_in && dns.flags.response ==

Filter for protocols
ip.proto eq 253 (cluster comm.)
vrrp; dns

Red Box Shows Wireshark is Running

LR N N\ Capturing from Wi-Ft en0  [Wireshark 1,126 (v1,12,6-0-ge011ce8 from mastes-1.12)}
File Edit YV Go Capture Analyze Statistics Telephony TYools |nternals Help
~ ~ v
O dm s BE X \eww?f,LIEIIG'iQ@\lam!:¢a
Filter: | IExpressnon : *—-1 Filter Toolbar
No. |Time | Source | Destination lPl'ol0<0| |info
1827 8.598721 192, 162.1. 101 74,125, 200,94 o 49246443 [MX] Seq=I161453776 Ack=3708602291
1828 §.59509) 192,168.1. 101 74.125.200.94 TSvl.2 Moplication Data
1929 8. 631177 216.58.220.46 192.168.1, 101 TCP 44349251 [ADK] Seqel29B278402 Ache1718850008
1830 3.684211 74.125.200.94 192.168.1, 101 bied 24349246 [MX] Seq=3708602291 Ack=3161453778
1531 8, 658656 216.58.196. 132 192.368.1.101 o 44349285 [MX] Seq=2905517011 Ack=321796204
1432 8. 650404 M.125.200, 94 192.168.1. 301 r(r 443 A96 [MX] Seq=3700600291 Ack=3165453845
1933 9.607547 216,58.220.46 192,168, 1. 101 44349251 [MX] Seqe1298278402 ACk=1710850277
1834 9, 846595 192.168.1.191 216.239.93,121 IE7% A7) 5eqe 1030802300 ACks360272
1835 10, 201531 216.2%%.98.121 192, 168.1. 101 . paCket Llst Panea-wmms Ack=1010802301 W
1836 11.7%8941 192.168.1. 101 111,221.29. 129
1537 12.045607 111,221.29.129 192, 168, 1, 101 n:r 44365343 [MX] Seqsd 127483 Ack=1149722157 ¥
1838 12, 045624 192,168.1.101 111.221.29. 1% SSL Centinustion Data
1839 12125740 111.221.29. 129 192.168.1, 101 nsvl.2 splication Data
1840 12, 125803 192,168, 1. 101 111.221.29.12% or G5343.443 [ACK] Soq=1M9722228 Ack=41277616 W
1841 13, 900007 192.168.1. 101 17.253.26.25) N NTP Version 4, client
1842 14, 297992 17,253.26. 253 192, 168.1. 101 NP NTP Version 4, server
1843 16,347582 fe80;:1 to2::1 IOPE Reuter Advertisesent froe 04:1B:b2:28:df 84

-

P Frase 1: 89 bytes oo wire (712 bits), 89 bytes captured (712 bits)
P Ethernet II, Src: X8:cfied:le:df: a9 (28:cfief:a:df:a9), Dst: 94:fb:b2:b8:df:d8 l“:fb!b):bl:‘l:“l
P Internet Protecol Versiom 4, Src: 192.168.1.101 (192.168.1.101), Dst: 192.168. % 1 ('A2.163.)
P User Datagras Protocol, Src Port: 49540 (49340), Dst Port: 53 (S3)
P Domain Mase Systes (query)

3.'Packet Details Pane

0000 %4 fb b2 be of
0010 00 &b @b ec 0O
020 0101¢3 U0
0030 00 00 00 00 0O
000 6f 6f 67 6 €5
050 03 63 &f 64 O

BIBUSS

o
-

2

-
-

238

ct a5 08 00 45 . >

11 43 01 65 c0 K s | e
37 95 8¢ 07 bt 01 00 00 0) { R (85 ey
70 61676561064 3210167 ....... p agead2.g
Ge 64 69 63 61 M 45 6f e coglesyn dication
00 o1 .com

4. Packet Byte Pane
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Secure Web Gateway i T

Appliances | File Editor |

Tr O u b I eS h O O ti n g — | © Addfoin|  pelete.. lmlg Troubleshooting

¢ Cluster y .
. J License : [[] Enable core file generation
7 Mabile Cloud Security Enable connection tracing
onnection Iraces | G 3o | usomskes
9 o mwgmain Restrict to one IP
47 Anti-Malware ; Cliont 1P
4 Telemetry |
¥ ePolicy Orchestrator [1s2.168.2.100 |
. = . ] /’5 Central Management i ] Reduce connection trace size
In HTTP communication Is sent In clear % coacrng | - | | o
jb Persistent Data Storage Maximum number of content bytes included for each send and receive operation
text but in HTTPS all communication is Sl e rrsoas e
;SVSLbTHapb L [] Enable tracing for Coordinator (e.g. Central Management)
. e rid Legac
y g = [ write full message body into log

encrypted. & o merces

[[] Enable tracing for Centralized Updater (e.g. Central Management)
#” Date and Time

= - L] 4 Bandwidth Control [ Write full update data into log
Connection Traces in the most basic term % et | Derave aang oo,
1 1 # Hardware Security Module ; write full message body into log
tu rnS e n Crypted I nto p I al n teXt' E ﬁﬁ‘is&ﬁﬁng Authentication Troubleshooting
. . -/Jb File Ser\.-'er: v| Log management events
Support will often ask for connection g
traces when facing issues with HTTPs 2 wndowssemanwerbertip || P e ot

/" Troubleshooting 192,168.2,13¢

Sites #” syslog

NOTE: Only possible if SSL Scanning is
enabled




Secure Web Gateway Troubleshooting — Connection Traces - Cont

Configuration -> Troubleshooting > Connection Tracing

= HTTP-100495C txt { EHHTTP-1004955 12 |
A (& J 1 18:13:39.949: Accepted connection on 172.27.96.188:9090 from 10.140.132.50:62200 (fd = 86, data 1 l13:13:39.950: Connect: Would block (EPOLLOUT, EPCLLONESHOT, EPOLLERR) 161.69.29.243:4¢
I McAfee McAfee Web Gateway 2 18:13:39.949: Received 215 bytes 2 18:13:40.084: PostConnect: ok (local addr 172.27.96.182:27740)
3 5> 18:13:40.099: SSL Connect: Would Block: (EPOLLIN, EPOLLCNESHCT)

CONNECT mcafee.com:443 HITP/1.0 18:13:40.235: S55L Connect: Would Block: (EPCLLIN, EPOLLONESHOT)
- User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW&4; Trident/7.0; rv:11.0) like Gecko - 18:13:40.235: 5SL Connect: Would Block: (EPOLLIN, EPOLLONESHOT)
3 Host: mcafee.com:443 & 18:13:40.384: S5SL Connect: Would Block: (EPCLLIN, EPOLLCNESHCT)
Content-Length: 0 7 18:13:40.523: SSL Connect finished ok. Session re-use = 0, digest = 93cSb25a5lele4d50c

Appliances File Editor

& Add... ¥ Delete... Update Engines ~

i ing DNT: 1 18:13:40.60%: Connection is still ok

(- Cluster : Proxy-Connection: Keep-Alive 18:13:40.60%: Connection is still ok

A License [0 Enable core file generation Pragma: no-cache 18:13:40.610: Send 367 bytes; offset = 0

/’v-\’Tenant Info Enable connection tracing [

,j’-"\"rab Hybrid << GET / HITB/L.1
- appliances [ tog only TLS keys 18:13:35.950: Send 39 bytes; offset = 0 DNT: 1

E}--,_?mwgapplaw >33 Host: mcafee.com
- Anti-Malware HTTP/1.0 200 Connection established Accept: text/html, application/xnhtmlsxml, image/dxr, */*

A Telemetry I McAfee mcifee Web Gateway
_/’5 ePolicy Orchestrator

/’}’ Central Management

- _/’}’ Coaching

= _/’}’ Persistent Data Storage

7 Proxies (HTTR(S), FTP, SOCKS
7 55L Tap

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; Trident/7.0:; rv:11.0) like Gecko
<< Bccept-Encoding: gzip, deflate

18:13:40.084: Peeked 1S5S bytes

Accept-Language: de-DE,de;g=0.5
X-Forwarded-For: 10.140.132.50

Via: 1.1 172.27.96.188 (McAfee Web Gateway 7.7.2.8.0.25114)
Connection: Keep-Alive

ZUSG8P+ERYB \ORT{-©(1 Wi, A+ROA/ASAEA (A'A

LEINULBNUL)

=

-Rule tracing central
E

Connection tracing

To enable/disable connectior

= i 2 mwaapplaw

./Jb'nfebHv:ndLeiacy = F'Ig PP Trace fies: £:13:40.610: Receive: Would Block (EPOLLIN, EPCLLONESHOT)
----,_,vaNatvxor Interfaces - Flles . 18:13:40.750: Received 340 bytes
- /,b Domain Name Service Log files @ mwgapplaw B e
= _/}’Dabe and Time - Rule tracing filag HTTP/1.1 301 Moved Permanently

f .

_)Bandmdﬂw Control - Feedback Name SSL Accept: Would Block: (EPOLLIN, EPOLLONESHGT) Content-Type: text/html; charset=UTF-38

_/’b Network Protection

& Shivp - Core files [TTP-100480C. bt
_/’b Hardware Security Module §

y Stati HTTP-100421-C txt
3 ; sm:;mum‘: - Packet tracing =
s - Network tools || HTTP-100491-5.6xt

8:13:40.608: SSL Accept finished ok. Session re-use = 0, cipher = ECDHE-RSA-AES256-GCM-S5HA384
18:13:40.608: New logical connection SockOpts unchanged. TCP window not empty: 242 bytes (or 1
18:13:40.608: Receive: Would Block (EPOLLIN, EPOLLONESHOT)

18:13:40.609: Received 274 bytes

[

GET / HTTP/1.1

Location: https://www.mcafee.com/
Server: Microsoft-IIS/7.5

Date: Mon, 12 Feb 2018 18:13:40 GMT
Content-Length: 146

<head><title>Document Moved</title></head>

_/’Q’Extemal Lists - System tools || HTTP-100492-C.txt Accept: text/html, application/xhtml+xml, image/3ixz, */*% <body><nl>Object Moved</nl>This document may be found <a EREF="https://www.mcafee.com
o User Interface - Synchronization to Clo| | HTTP-100492-5. txt Bccept-Language: de-DE,de;q=0.5 18:13:42.115: SSL Shutdown (fd = 88, 0)
s ; 1L User-Rgent: Mozilla/5.0 (Windows NT 10.0; WOW64: Trident/7.0; rv:1l.0) like Gecko 18:13:42.115: Releasing FD with pending data (£d — 83, 1)

-+ Log File Manager - Backup/Restore

_/’bWindaws Domain Membership " HTTP-100493-C.txt hocepe-Encoding: gzip, deflate

& ain Men - Reset appliance passy | = Host: meafes.com

)Kerberos Administration | HTTP-100493-5. txt DT 1

| :

Connection: Keep-Alive

_/’}’ Syslog ||
111

18:13:40.750: Connection is still ok

13:13:40.823: Send 279 bytes; offset = 0

(448

HTTP/1.1 301 Moved Permanently

Via: 1.1 172.27.96.188 (McRfee Web Gateway 7.7.2.2.0.25114)

Date: Mon, 12 Feb 2018 18:13:40 GMT v




Secure Web Gateway Troubleshooting — Connection Traces
Decrypt SSL with Keys from Connection Trace

Take aways:

* If you see what looks like junk do not worry this is typically HTTP2 this would be accepted at support as we can

decode this:
16:15:23.624: Send 27 bytes

unsigned char send_1[] = { 0x00, 0x00, 0x12, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x02, 0x00, 0x00, 0x00, 0x00, 0x00, 0x03, 0x00, 0x00, 0x00, 0x64, 0x00, 0x06, 0x00, 0x00, 0x80, 0x00 }; // {

SETTINGS: stream =0, len =18, flags=0 }.

e Connection traces will trace from the client in the ‘-C’ file and from the proxy to the destination in the ‘-S’ file.
* From support we would need the TCP dump started first then the connection traces started with the ssl_keys

file so we can decode the TCP dump streams.

* Will often be request by support for issues with websites/web applications.

* To decode TCP dump using the ssl keys:

CONNECT www. testlng.com:443 HTTP/1.1

= : Mozi - i -@; Wingd; 5 rv:lel. i -
TAPA Transport Layer Sequrity User-Agent: Mozilla/5.0 (Windows NT 10.0; Wint4; x64; rvile1.8) Gecko/20100101 Fircfox/101.0
Tcap Proxy-Connection: keep-alive

TP RsAkeyslist | Edit Connection: keep-alive
Host: www.testlng.com:443

TCPCL TL5 debug file
TCPENCAPR HTTP/1.8 28@ Connection established

TCPROS Browse.
TDMoE B Reassemble TLS records spanning multiple TCP segments
TDMoP
s =
TeamSpeak? | Message Authentication Code (MAC), ignore "mac failed™
TECMP
TELNET
Terede
TETRA C:\sers\Richa\Desktop'ssl_keys.txt Browse...
TFP

TFTP

Thread
Thrift

Tibia

TIME

TPC
TiVoConnect
s

B Reassemble TLS Application Data spanning multiple TLS records (', A....86E..F.I|...

w82 kX LN,
E=c..@X..6.e.k.h..

Pre-Shared Key

(Pre)-Master-Secret log filename

setocodlboccoocBoondooos
W& UL 940 "<~ #5. L. 5B L+, CL P 0
U7 SUUPUROURRREE 75 = TSSO 1 IO s Y RO SO SO SO

A

CONNECT www. testing.com:443 HTTP/1.1
User-Agent: Mozilla/S.® (Windows NT 16.0; Winbd; x64; rv:101.0) Gecko/20186101 Firefox/101.0
Proxy-Connection: keep-alive

Connection: keep-alive

HOST: www.testing. com:443

HTTP/1.0 200 Connection established

GET / HTTP/1.1

Host: www.testing. com

User-Agent: Mozilla/s.® (Windows NT 16.0; Win6d; x64; rv:101.0) Gecko/20186101 Firefox/101.0
Accept: text/html,application/xhtmlixnl,application/xnl;q=8.9, image/avif, inage/webp,*/*;q=0
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://ww.testlng.con/

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-site: cross-site

Sec-Fetch-User: 21

Pragna: no-cache

Cache-Control: no-cache

HTTP/1.1 200 OK
Via: 1.1 102.168.2.58 (McAfes lieb Gateway 18.2.10.40768)
Date: Sun, 24 Jul 2622 14:42:02 GMT

Server: Apache

Connection: keep-alive

Content-Type: text/html; charset-UTF-8

Cache-Control: no-cache

Transfer-Encoding: chunked

<IDOCTYPE html>

<html lang="en">

<head>
<title>Testingc/title>
<meta charset="utf-5">

content="width=device-width, initial-scale=1">
="ing/favicon2.ico
stylesheet” href="https://maxcdn.bootstrapcdn.con/bootstrap/3.4.1/css/bootstrap.min.css">
<seript src="https://ajax.googleapis.com/ajax/Libs/jquery/3.5.1/jquery.min.3s"></script>
<seript src="https://maxcdn.bootstrapcdn. com/bootstrap,/3.4.1/js/bootstrap.min. js"></script>
</head>
<body>
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Server: mwgmain | Server Time: 2022-07-24 22:01 CEST | Ul Wersion 10.2.10 (40768) | User: admin | Rale: Super Administratar

Secure Web Gateway
Troubleshooting — Core

[[] Enable connection tr:

U McAfee McAfee Web Gateway

[ Log only TLS k

High CPU.
High Memory / Memory Leak. s ancgenert Reduce comecton'

Maximum number of content bytes included for each send and rec

Crashes / Services / Server %t !

[[] Enable traci rdinator (e, tral Management)
[ Write full messz

[[] Enable tracing for tralized Updater (e.qg. tral M ment)
[ write full update data into log

[] Enakble tra

Authentication Troubleshooting
[[] Log management &
[[] Log authentication

estrict tracing to one IP

Client IP

roubleshooting




Secure Web Gateway Troubleshooting — Core Dump - Cont

If you need to manually trigger a core dump this can be done in various ways. You need to
due this during the high CPU or memory issue!

The main dump forced:

Navigate to the cores folder:

# cd /opt/mwg/log/debug/cores
Perform the procedure below:

# gcore $(pgrep -n mwg-core)

Check the status of the mwg status"

# service mwg status
Verify the core file was created:

# |l Jopt/mwg/log/debug/cores
Rename the core file to match: [PROCESS-NAME]-[PID].co

# The format should be something like:

# mv <nameofcreatedcorefile> mwg-core-3902.core
Compress the core file (we use 'gzip -9' in case it is larger th®
4GB), substitute '[FILENAME]' with the filename of the desired core
file:

# cd /opt/mwg/log/debug/cores

# gzip -9 [FILENAME]

# mv [FILENAME].qgz
#your_service _request_number# [FILENAME].gz




Secure Web Gateway
Troubleshooting — e
Authentication S T

&7 License
7 Mobile Cloud Security
&7 Web Hybrid

u McAfee McAfee Web Gateway @ I I I g '@

Dashboard Paolicy Configuration Accounts Troubleshooting

Troubleshooting

[[] Enable core file generation

[[] Enable connection tracing

[ Log enly TLS keys
¢ Appliances ) §
[ . . B i ] B Restrict to one IF
Authentication Debug logging P Emanan | B
o Telemeatry : Client I
47 ePolicy Orchestrator i 192.168.2.149
Secu re N et Iog O n j:; Ez;zﬁiLh{;anagement [ rReduce connection trace size
/‘5 Persistent Data Storage Maximum number of content bytes included for each send and receive
100

/‘F" Proxies (HTTP(S), FTP, SOCKS, ICAl
#7 SSLTap

#* Web Hybrid Legacy

7 Network Interfaces

* Domain Name Senvice

&7 Date and Time

7 Bandwidth Control

& Network Protection

2 ShMP i
7 Hardware Security Module ;| Write full message body into log
7 Static Routes 2
& Port Forwarding

7 File Server

o External Lists

7 User Interface

7 Log File Manager

& Windows Domain Membership
7 Kerberos Administration
#{Troubleshooting]

4 syslog

[[] Enable tracing for Coordinator (e.g. Central Management)
[ Write full message body into log

["] Enable tracing for Centralized Updater (e.g. Central Management)
[ write full update data into log

[_] Enable tracing for DXL

Authentication Troubleshooting
Log management events
Log authentication events
Restrict tracing to one IP

Client IP
[192168.2.149




Secure Web Gateway Troubleshooting — Authentication Debug

Log file located > Troubleshooting > Log Files > Debug > ,mwg-core__ Auth.debug.log

We can generate some examples of reasons why authentication is not working, here |

am looking at NTLM.

User does not exist:

Error from DC, returned kSTATUS_NO_SUCH_USER
Failed to authenticate user user3

User logon with misspelled or bad password:

Unknown Error from DC, Hit the default case(kWrongPassword)! : 0xc000006a

RPC failed with NTLM status 0xc000006a STATUS_WRONG_PASSWORDRPC failed in function-SendAndReceiveNetrLogon

User logon to account disabled by administrator:

Unknown Error from DC, Hit the default case(kWrongPassword)! : 0xc0000072

RPC failed with NTLM status 0xc0000072 no message foundRPC failed in function-SendAndReceiveNetrLogon

@] [3443] Unknown E

rror from DC, Hit the default case(khrongPassword)

)
:00] [3443] RPC failed with NTLM status @xceeeee72 no message foundRPC failed in function-SendAndReceiveNetrLogon

[329] NTLM (126,
[413] NTLM (126,
[413] NTLM (126,
[413] NTLM (126,
[398] NTLM (127,
17522919078t
[398] NTLM
[398] NTLM
[398] NTLM
[398] NTLM
NTLM

192.168.2.149) Failed to authenticate user user2. Failure statu:

192.168.2.149) Authentication didn't return values, failure ID: 3, authentication failed: 1

192_16! 2.149) Added authentication method: Basic realw="McAfee Web Gatewa;

192.168.2.149) Added authentication method

192.168.2.149) URL: http://192.168.2.58:9090/mug- internal/deSfs23hu73ds/plugin?

@6&ur1=aHROcDovL3R1c3QxbmcuY29tLw, , &rnd=1658675433. 1555503410 . d1klvarTGvBckSIxVWATpSKp713ehIT9UTOV_otleFs,

192.168.2.149) Configuration: User Database at Authentication Server Connection: ©x7ff8884599c@ RR: @x7ff87c026bfe

192.168.2.149) Authentication didn't return values, failure ID: 4, authentication failed: @
68.2.149) Added authentication method: Basic realm="McAfee Web Gateway™

, 192.168.2.149) Added authentication method: NTLM

192.168.2.149) URL: http://192.168.2.58:9090/mwg-internal/desfs23hu73ds/plugin?
06&ur1=aHRBcDovL3R1c30xbmeLY29tLw, , &rnd=1658675433. 1555593410 . d1klvar IGvBckSIxVWATp8Kp713ehII9UTOV_otleFs,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8384599c@ RR: @x

, 192.168.2.149) Incoming credentials

NTLM
17522919078t
:46.186 +62:08] [398] NTLM (129,
46.186 @] [398] NTLM (129,

192.168.2.149) Authentication didn't return values,
192.168.2.149) Added authentication methed: Basic real McATee Heb Gateway’
192.168.2.149) Added authentication method: NTLM TIRMTVNTUAACAAAAAAAAAAAAAAAFEOMEO2DV2raS 24ARAAAAAARAAAANAANAARA

9, 192.168.2.149) URL: http://192.168.2.58:9098/mwg-internal/de5fs23hu73ds/plugin?

©0&ur1-aHROcDovLIR1c3QxbmcuY29tLw, , &rnd=1658675433 . 1555593410 . d1klvar I6vBckSIxVWATpEKp713ehI19UTOv_otleFs,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8384599c@ RR: @x555e944a1f38
192.168.2.149) Incoming credentials: NTLM

TlRMTVNTUAADAMAhAAYAL‘lAAA( rAmAp gAAAAaADgBYAAAAc,N GVAAAAEAEAAFAAMAAAAAE;AQAAE‘VKIOgﬂAbF UAARAP/ittFVopHoxjlgzc, J KL szgAwa 3 tAGUADABhAGIAJQBZAGUACEAYAEQARQETAESAVABPAFA
AAAAARAAAAARARAAARARANAC

[2622-07-24

\CQASAEEAVABUAFAALWAXA

[2022-07-24 . 3 C failed with NTLM status @xceee@e72 no message foundRPC Fa1led in funct)cm—SEndAndnEcei\.reNEtrchcn

[2022-@7-24 5 NTLM (129,

[2022-07-24 .188 +0 8] NTLM (129,
NTLH (129,
NTLM (129,
[2022-07-24 17: .522 ] i NTLHM (130,
[target=Auth&reason-Auth&ClientID=1752291907&t t1-606&ur1=aHRAcDoVL3R1C3QxbmciY29tLw, , &rnd=1658675433 . 1555503410 . d1klvarTGvBckSIxVWATpSKp713ehIT9UTOV_otleFs,

(130,
[¢ECH
(130,
2] [433] NTLM (130,
l] [4\1] NTLM (131,

“NTLM
NTLM
NTLM
NTLM
NTLM
NTLM

-] [433] NTLM (13

192.168.2.149) Failed to authent
3, authentication failed: 1
192.168.2.149) Added authentication method: Basic realm="McAfee Web Gatewa
192.168.2.149) Added authentication method: NTLM
192.168.2.149) URL: http://192.168.2.58:9098/mwg-internal/deSfs23hu73ds/plugin?

192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8884599c@ Ri
192.168.2.149) Authentication didn't return values, failure ID: 4, authentication failed: @
192.168.2.149) Added authentication method: Basic reals McAfee Web Gatewa

192.168.2.149) Added authentication method

192.168.2.149) URL: http://192.168.2.58:9090/mwg-internal/desfs23hu73ds/plugin?
008&ur1=aHR@cDovLIR1c3QxbmcuY29tLw, ,&rnd=1658675433.1555593410 . d1klvarIGvBckSIXVWATpBKp713ehII19UTOV DtlEFS,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8884599c@ R
192.168.2.149) Incoming credentials: NTLM TIRMTVNTUAABAAAABAITOBARAAAAAAARAAAAAAAAARAKAPBVAARADM:
191.153.2.149) Authentication didn't return values, failure ID: @, authentication failed: @
192.168.2.149) Added authentication method: Basic reals McAfee Web Gatewa

, 192.168.2.149) Added authentication method: NTLM T1RMTVNTUAACAAAARAAAAAAAAAAFgOME2 FZmIoZri4RAAARAAARAAARAARAANAA
2, 192.168.2.149) URL: http://192.168.2.58:9090/mwg-internal/desfs23hu73ds/plugin?

©0&ur1-aHROcDovLIR1c3QxbmcuY29tLw, , &rnd=1658675433 . 1555593410 . d1klvar I6vBckSIxVWATpEKp713ehI19UTOv_otleFs,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8384599c@ RR: @x7ff37c@leafd
192.168.2.149) Incoming credentials: NTLM

TlRMWNTuAADAAAAhAAVAI4AAA( AKwAPgAAAASADEBYAAAACEAKAGYAANACABAACAAARAAAAABS AQAAB YK Tog 0ABF UARAAPN LG | FyNvA+t 9T IXRrY1jGgAbwB LAGUADABhAGLAJQB 2 AGUACEAZAEQAROBTAESAVABPAFA
|G4ybikGTHAC ax BBAQAAAARAAHNBOXh5n9gB | Prse (Xal2s AARAAC AAWADAAAAAAAAAAAQAAAAABAACM3AC SMDD+BrVind 73 /DCICgKe/ tAKRPWULGnZwE s YKCQOAEAAAAAAAAAAAAAAAAAAAAAAACQASAEEAVABUAFAAL WAXA
[2622-07-24 17:21:32.532 +62:88] [3443] Error from DC, rEturnEd KSTATUS_NO_SUCH_USER

.532 e] [338] NTLM (132,
[2022-67-24 17:21:32.532 +02:00] [408] NTLM (132,
[2022-07-24 .53 0] [468] NTLM (132,
[2022-07-24 17:21:32.532 +82:00] [408] NTLM (132,

. Failure status: 1
191.153.2.149_) Authentication didn't return values, failure ID: 3, authentication failed: 1
192.168.2.149) Added authentication methed: Basic realm="McAfee Web Gatewa
192.168.2.149) Added authentication method:
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Status\Sub-
Status Code Description

0XCO000005E There are currently no logon servers available to service the logon request.

0xC0000064 User logon with misspelled or bad user account

0xC000006A User logon with misspelled or bad password

0XC000006D The cause is either a bad username or authentication information

0XCO00006E Indicates a referenced user name and authentication information are valid, but some user account restriction has prevented successful authentication (such as time-of-day restrictions).
0xC000006F User logon outside authorized hours

0xC0000070 User logon from unauthorized workstation

0xC0000071 User logon with expired password

0xC0000072 User logon to account disabled by administrator

0XC00000DC Indicates the Sam Server was in the wrong state to perform the desired operation.

0XC0000133 Clocks between DC and other computer too far out of sync

0XC000015B The user has not been granted the requested logon type (also called the logon right) at this machine
0XC000018C The logon request failed because the trust relationship between the primary domain and the trusted domain failed.
0XC0000192 An attempt was made to logon, but the Netlogon service was not started.

0xC0000193 User logon with expired account

0XC0000224 User is required to change password at next logon

0XC0000225 Evidently a bug in Windows and not a risk

0xC0000234 User logon with account locked

0XCO00002EE Failure Reason: An Error occurred during Logon

0XC0000413 Logon Failure: The machine you are logging on to is protected by an authentication firewall. The specified account is not allowed to authenticate to the machine.
0x0 Status OK.

N



Secure Web Gateway Troubleshooting — Authentication Debug - cont

Secure Net logon

In conjunction with the auth debug logs we now also sometimes
need the Netlogon Logs.

Webgateway commincates via port 445 but with secure all we now
see is blob data so no request or responce is in clear text.

Netlogon Logs will record the request and responce but this is done
on Windows Server itself:

https://docs.microsoft.com/en-us/troubleshoot/windows-
client/windows-security/enable-debug-logging-netlogon-service
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Secure Web Gateway Troubleshooting — Authentication Debug - cont

Secure Net logon

Enable with admin cmd prompt:

Disable with admin cmd prompt:

Log can be found:

C Drive > Windows > Debug

7 Quick access
[ Desktop
4 Downloads

5| Documents

Share WView

» ThisPC » Local Disk (C:) » Windows » debug v O Search debug

~

"~ Name Date modified Type Size "
= DfsrD0067.log 17.07. Text Document OKB
=] DfsrApi_001.log Text Document 10 KB
=] mrtlog Text Document 3KB
=] netlogon.log Text Document 10 KB

87/24
87/24
87/24
87/24
87/24
87/24
87/24
@7/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
@7/24

File Edit

17
17
17
17
17
17
17
17
17
17
17
17

j netlogon.log - Motepad

Format View Help

143
t43:
t43:
143
143
143
143
143
143
143
143
143
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

EREERE

29
29
29

148
148
148
148
148
148
148
148
148
148
148
148
148
148
148
148
H X
H X
H X
185
185

[LOGON] [364] HOMELAB: SamlLogon: MNetwork logon of homelab\user3 from MWGMAIN (via MWGMAIN) Entered

[LOGON] [364] LsalExtractTargetInfo did not return a Netbios resource server domain name for - no filtering will be done
[LOGON] [364] HOMELAB: SamlLogon: Network logon of homelabl\user3 from MWGMAIN (via MWGMAIN) Returns BxCB888864

[MISC] [364] HOMELAB: DsGetDcMame function called: client PID=6932, Dom:Winserverl.homelab.local Acct:({null) Flags: LDAP(
[MISC] [364] MetpDeInitializeContext: DSGETDC_VALID_FLAGS is c1fffffl

MAILSLOT] [364] Received ping from WINSERVER1(Winserwverl.homelab.local) Winserverl.homelab.local (null) on <lLocal>
CRITICAL] [364] Ping from WINSERVER1 for domain Winserwverl.homelab.local (null) for (null) on <lLocal> is invalid since 1
CRITICAL] [364] NetpDcGetNameIp: Winserverl.homelab.local: No data returned from DnsQuery.

MISC] [364] NetpDcGetNahe: NetpDcGetNameIp for Winserverl.homelab.local returned 1355

CRITICAL] [364] NetpDcGetName: Winserverl.homelab.local: IP and Netbios are both done.

MISC] [364] HOMELAB: DsGetDcName function returns 1355 (client PID=6932): Dom:Winserverl.homelab.local Acct:(null) Flag
SITE] [364] DsrGetSiteName: Returning site name "Default-First-Site-Name' from local cache.

MISC] [364] HOMELAB: DsGetDcName function called: client PID=6932, Dom:Winserverl.homelab.local Acct:(null) Flags: LDAP
MISC] [364] MetpDcInitializeContext: DSGETDC_VALID_FLAGS is clfffffl

MAILSLOT] [364] Received ping from WINSERVER1(Winserverl.homelab.local) Winserverl.homelab.local (null) on <lLocals
CRITICAL] [364] Ping from WINSERVERL for domain Winserwverl.homelab.local (null) for (null) on <lLocal> is invalid since 1
MISC] [364] NetpDcGetName: Winserverl.homelab.local similar query failed recently 189

[MISC] [364] HOMELAB: DsGetDcMame function returns 1355 (client PID=6932): Dom:Winserverl.homelab.local Acct:(null) Flag
[SITE] [364] DsrGetSiteName: Returning site name ‘Default-First-Site-Name' from local cache.

[LOGON] [2288] HOMELAB: SamLogon: MNetwork logon of homelab\user2 from MWGMAIN (via MWGMAIN) Entered

[LOGON] [2288] LsalExtractTargetInfo did not return a Netbios resource server domain name for - no filtering will be don
[LOGON] [2288] HOMELAB: SamLogon: Network logon of homelab‘user2 from MWGMAIN (via MWGMAIN) Returns 8xCeeese72

[MISC] [2288] HOMELAB: DsGetDcName function called: client PID=6932, Dom:Winserverl.homelab.local Acct:(null) Flags: LDAI
[MISC] [228@] NetpDcInitializeContext: DSGETDC_WALID FLAGS is clfffffl

[
[
[
[
[
[
[
[
[
[
[
[
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Secure Web Gateway Troubleshooting — Common Issues
Disk Space

Disk filled up by: | | |

* Log files, debug files (connection/rule traces), core files, temp files,
syslog

Results in:

 Login error for GUI

 Not able to save changes (1/O error)

« MWG services not running properly or not started

* User not able to browser

Dashboard alarms: —
 Filesystem usage on /opt exceeds selected limit
* Filesystem usage on /var exceeds selected limit (/var/log/messages)

Neste

Apphance hilter *  Date Hiter * Message Hilter: Wm m _ O
Al N Error, Waming
MWGO2 12Mar-2013 163324 EDT Flesystem usage on Jopt exceeds selected Imit (51% 7 90%). (Origin: health monitor, 55 Smes within last 148 minutes)

MWGO1 12Mar-2013 16:09:41 EDT Flesystem usage on Jopt exceeds selectead hmet (30% 7 90%). (Origin: health monitor, 15 Smes within last 30 minutes)
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Secure Web Gateway Troubleshooting — Common Issues
Disk Space — cont

+ The first thing we have to do with a full disk is to determine where the
files are that are filling up the disk for example is it /var/log or
[opt/mwg/log/debug/connection_tracing

« Once you have determined the location you can see for example
[var/log/messages are access logs being logged if so rsyslog config is
incorrect (very common), if connection_tracing directory was
connection traces left enabled (very common)

- find [opt -type f -size +10000k -exec Is -alsoh {} \;
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Secure Web Gateway Troubleshooting — Common Issues

Network

SP, etc

Results In:

* Delays

« SSL Handshake
 Browser Error

Page cannot be displayed
NoO response

502 Response of MWG
Cannot Connect
No Response in Time
Bad Gatewa
Host Unresolvable

DNS, U;)stream (Proxy, FW, Router,

J McAfee McAfee Web Gateway

Ry LU X

Palicy.

L g '\ \ i 3 search | [[L] save Changes |~

Accourts

Alerts Charts and Tables

Appliance:

[H Reset Dashboard Data..

|2 Executive Summary
|2 System Summary

|2 Web Traffic Summary
|2 ICAP Traffic Summary
2 SOCKS Traffic Summa
2 TCP Proxy Traffic Sumi
2 1M Traffic Summary
& Traffic volume

& web Cache Statistics
& Malware Statistics

[ URL Filter Statistics
[ Mediatype Statistics
|2 DL Filter Statistics
|2 SSL Scanner Statistic
|2 Application Control St
2 single Sign On Statist
2 Encryption Statistics
2 system Details

2 Authentication Statist
& Performance Informat|

2 DXL
|2 Bandwidth Statistics

General Performance

Resolution: 1 Minute

150
125

o o
a o

N
o

Average Processing Time inms
w
S

o

I onnect to Server |

1520 1330 1540 1550 1600 1§10 1620 1630 1640 1630 1700 1710 1720 1730 1740 1730 1800 1810 1820 1830

Detailed HTTP Performance

Resolution: 1 Minute | ] view - | By

irst Byte Received from Client until First Byte Sent Back "

First Byte Sent to Server until First Byte Recelved

1520 1530 1540 1550 1600 1610 1620

1630 1640 1650 17.00 1710 1720 1730 17.40 1750 1800 1810 1820 1830
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Secure Web Gateway Troubleshooting — Common Issues
Cluster

Management IP, Time Sync, Groups, Timeout values

This Node is Member of the Following Groups

Results in:;

Group update

- Sync issue e
e Login failure

1 Jall

 Fail to save change : ==

U https://172.27.96.188:4712/Konfigurator/request

beiten  Ansicht Favoriten Extras 7
Advanced Management Settings

bl o 1o o f Iy sl

Multiplier for timeout when distributing over multiple nodes

1.1
I € McAfee Web Gateway
1 2
Timeout when connecting
10 File Editor
I [ Delete... Update Engines -
1 second 60 seconds = B Central Management Settings
Timeout when doing handshake 15 =nse IP addresses and ports of this node used for central manat
I aant Info %I X1T S
b Hybrid
1 second 60 seconds R Na. String
Timeout when receiving/sending 1gapplaw 172.,27.96,188:12346
15 ? Anti-Malware
I "Telemetry
1 second 60 seconds 7 ePolicy Orchestrator
Use and Serve persistent connections Central Management
? Frarhinn




Secure Web Gateway Troubleshooting — Common Issues
Cluster - cont

tokyo transit newyork
S — A i E—T | e —
ny g01

tokmwg02 tokmwg01

IWg _ cmwg0 tokmwg02

ﬁggté?;e_ t ;ﬂkykhéﬂ Eur&tl FtﬂEIttkak?G Runtime: newyork Runtime: newyork
- paate: [oKyo Update: newyork Update: newyork

Network: tokyo Network: tokyo, transit ° i ° o

Network: newyork, transit  Network: newyork
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Secure Web Gateway Troubleshooting — Common

Cluster - cont

: L 7 Web Hybrid
= Appliances
= ' mwgmain
----- : _}-"" Anti-Malware
----- _}-""Telemeh’y

----- _,«f”b ePolicy Orchestrator

----- B ol Mansoenent

@
----- : _Fj:" Coaching
----- _}3‘ Persistent Data Storage

----- 7 Proxies (HTTP(S), FTP, SOCKS, ICAP...)

..... /{b 55L Tap

..... j_ﬁ- Web Hybrid Legacy

----- s _,«f”b Metwark Interfaces
----- : _,j”b Domain Mame Service
----- s _,j”b Date and Time

----- s _;-5' Bandwidth Contral

----- : jf" Metwork Protection
..... . /a_':' SNMP

----- _}-"" Hardware Security Module

----- . Static Routes

----- _,«f”b Port Forwarding

----- . _}-"" File Server

----- 3 ,‘ﬂ-"" External Lists

]
High priority (1)

Allow a GUI server to attach to this node
[] Allow to attach a GUI server from non local host

GUI control address (IP:port)
127.0.0.1:12344

GUI request address (IP:port)
127.0.0,1:12345

[] Enable IP checking for other nodes

Allowed time difference {(10-600 seconds)
10

Enable version checking for other nodes

50

Level of version check (1-6)

only major release (very relaxed)

Issues

Lowe priority {100)

&00

also build number must match (very strict)
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The perfect Service Request

- Detailed description [ date & time of issue; expectation vs. given behaviour
- Feedback file

- Tcpdump on Client + MWG (filtered if needed) Client IP and requested URL
- Connection Traces

* Rule Trace

- Details on infrastructure (complex setup)

« Steps already performed as troubleshooting
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