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Software & License

Home » Downloads

« SWG Software & License Software
https://contentsecurity.skyhigh.cloud

Download the Web Gateway Appliance |50 images.

Skyhigh Secure Web Gateway FIPS 140-2 Status

. Skyhigh Client Proxy (SCP), CSR & others
https://success.myshn.net/Software Downloads .

Skyhigh Secure Web Gateway Main Release

https://www.trellix.com/en-us/downloads.html

Skyhigh Secure Web Gateway Appliance 1ISO 11.210 44840 770MB  May 09, 2023 ‘@ E iso

Skyhigh Secure Web Gateway Appliance USB 11.210 44840 913MB  May 09, 2023 ﬁ usb

Open Source Components &7

) License Issues SWG : Skyhigh Secure Web Gateway Controlled Release

. - - Product Version Build Filesize Release Date Release Notes Filetype
Contact I ICenSI nq @trel | IX. COI I I Skyhigh Secure Web Gateway Appliance 1ISO 1213 44841 764 MB May 09, 20232 ‘@ E} iso
Skyhigh Secure Web Gateway Appliance USB 1213 44841 907 MB  May 09, 2023 ﬁ usb

Open Source Components &

e  SWG documentation:
https://success.myshn.net/Skyhigh Secure Web Gat
eway (On Prem)



https://contentsecurity.skyhigh.cloud/
https://success.myshn.net/Software_Downloads
https://www.trellix.com/en-us/downloads.html
mailto:licensing@trellix.com
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)

Hardware Troubleshooting

« How to submit a hardware issue to the Web Gateway Technical Support team

https://kecm.trellix.com/corporate/index?page=content&id=KB89685

Required data:
- Getlogs script (hardware log) — Details on how to install and run can also be found on:

https://success.myshn.net/Skyhigh Secure Web Gateway (On Prem)/Best Practices/Hardw

are and Applicance Maintenance/Collect Hardware Logs (getlogs)

Information from KB (serial, contact- and shipping information)

For all hardware topics such as:
RAID reports 1 critical disks and 1 failing disks

BBU - Battery replacement required

Failure of the power supply unit


https://kcm.trellix.com/corporate/index?page=content&id=KB89685
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Best_Practices/Hardware_and_Applicance_Maintenance/Collect_Hardware_Logs_(getlogs)
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Best_Practices/Hardware_and_Applicance_Maintenance/Collect_Hardware_Logs_(getlogs)

Secure Web Gateway Troubleshooting

» Feedback file

* Rule traces (identify delays, flow through policy)

« GTl delays

» Tcpdump / Network Tools (packet flow, network communication)

» Connection traces (what is proxy engine doing, needed for SSL/HSM/FTP and more)
 Core file (memory dump, identify resource usage issue)

 Auth. debug (identify auth. issues)

« Common issues



Secure Web Gateway
Tr O u b I eS h O O tl n g = Server mingappl 15401430 | Server Time: 20230524 12:37 UTC | Ul Version 11.2.3 (44482} | Uss

Feedback File ©Sichigh. Sar Web iy @ l_J >< «%9\
|E‘ | Feedback

Dashke. Palicy Configuration | Accour ks
Troubleshooting > Feedback Rule tracing central

o & mwgappll54014 Pause running Skyhigh Secure Web Gateway to create a backtrace (recommended)
Files :

: Collect Saas Polic

Log files i [ Collect Saas Policy

Rule tracing fileq - | Create Feedback File |
Feedback :
Core files i| Feedback file:

Connection tracj |mwgappI15401430'- ‘
Packet tracing |:

Metwork tools | : Name -

CLl: Systemtools | | feedback_24.05.2023-12_16_24_+0000_mwgappl15401430.zip 6.5 MiB

Synchronization |
Backup/Restore | :
Reset appliance| :

cd /opt/mwg/bin
./feedback. sh
Choose level 2

After the script has finished, you will find the
feedback file in /opt/mwg/log/debug/feedbacks.



https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Troubleshooting/Create_a_Feedback_File
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Troubleshooting/Create_a_Feedback_File
https://success.myshn.net/Skyhigh_Secure_Web_Gateway_(On_Prem)/Troubleshooting/Create_a_Feedback_File

=l Rule tracing central

Rule tracing centra
¢ o mwgappll560924 ‘| For |mW93PP|15609248 "H Import = |ﬂr’ ‘10 207.102.188

Files

https://www.youtube.com
2023,05.25 07:21:11, Sms 975us, 10.207.102.188-73_2023.05.25_07_21_11_www.youtube.com.xml

Enable SafeSearchEnforcer

Log files Filter hy‘ mwgappl15609248 ~ H G XL iad - H Export - ‘ lcycle: |m|

Rule tracing file:

Feedback [Time or URL §|| Clear ~ Cycle ‘Name

Core files i o

Connection trac Time URL E=special URL Filtering Group

Backet tracin <+ 07:21:14 https:/fincoming.telemetry. mozilla.org/submit/messaging-syster| .

Network tco\sg <k 07:21:13 https:jincoming.telemetry. mozilla.org ¢ E=Default

System tools + 07:21:13 https:/ffirefox.settings. services.mozlla.com Allow URLs That Match in URL Whitelist for Default Groups

http:/jocsp.mwginternal.com/ocsp/0fcom.scur. engine sslclientc|

;Z:ck::’g::::’r; https:ffwwmw.youtube, com Block URLs That Match in URL Blocklist for Default Groups

e C u r e e a eW ay Reset appliance https:/iwww.youtube, com

07:21:11 http:/jocsp.mwginternal.com/ocsp/0fcom.scur. engine, sslclientc| Allow Uncategorized URLs
07:21:10 httpsi/iincoming.telemetry. mozlla. orgfsubmit/firefox-desktop/b:

https:/iincoming telemetry. mozilla. org/submitfirefox-desktop/es Top Properties r Details ‘

-
(] +
< 07:21:09 https://incoming telemetry. mozilla.org/submit/firefox-desktop/b ’ (et Ul Tt EEReyeRy 5 I Gy e R e PR Gras
r O u e S O O I n - l I e 4 07:21:09 https:/fincoming.telemetry. mozilla.org/submit firefox-desktop/m| ‘(= e TS T T T T AT A T a T e T A aaT e A
& 07:21:08
+

07:21:08 httpsi/fincoming.telemetry. mezilla. orgfsubmit/firefox-desktop/b: Property Value

URL https:/fwww.youtube.com

Client.IP 10.207.102.188

User-Agent Mozilla/s.0 (Windows NT 10.0; Wing4; x64: n:109.0) Gecko/20100101 Firefox/113.0
URL Host www.youtube.com

Authentication.Username

Authentication Usergroups

URL.Categories Streaming Media, Media Sharing
Response. StatusCode [

Troubleshooting > Rule Tracing Central S

Tracing information is displayed for the

following:

+ Rule tracing central
Ruls tracing central — -
& mwgappiLssoozd | For [mwgappi1 5609248 [ || impert = | or [10.2¢

102188 Go_|j|htps:iwww.youtube.com
2023.05.25 07:21:11, 5ms 87545, 10.2C

Fiter by - | oGXAakE ][ epori] kyce b

®

youtube,com xm

Cycles

| clear = | [cycle Name

- Elspecial URL Filtering Group
07:21:14
07:21:13

+ Epes

a.com Allew URLs That Mateh in URL Whitelist for Default Groups

fo/com, scur.engine ssiclientc

htps:ffwem.youtube. com Block URLS That Match in URL Blocklist for Default Graups

@o7:21:11 fwen youtube. com

@[p7:21:11 ] hitps iwww.youtube. com
7:21

Rules

Enable SafeSearchEnforcer

Allow Uncategorized URLs

coming.tel X
incoming.telemetry.
siiincoming.telemetry. mo
coming.telemetry
tpsiincoming.talematry.

> Block URLs Whosa Category Is in Category Blacklist for Diefault Groups

Rule sets

Top Properties | Details
tHirstox desktop/b
ke Cycle: Raquest - 168ys (Block URLs Whosa Category Is in Category BlocKlist for Default Groups)

iteria: URL.Categories<Default> at least one in st Category Blocklist for Dafault Group

Evaluated

Rule Criteria

URL Categories<Default> Straaming Media, Media
Category Blockist for Default Group <not included In trace:

aning
current, local list

Action: @plock<UnL Blocked>

Pro pe rtles | . Svenk! Skatisics.Countar.ncrament <Defaukn{"BlockdByURLFiker, 1)

Events




Secure Web Gateway
Troubleshooting - GTI
delays

GTl is the Global Threat Intelligence service
and a requirement for the web gateway to
function correctly.

Failure to allow access to the GTI servers
correctly will cause noticeable and direct
delays (up to 12 seconds)

For |\ mwgmain -~

Filter by

mwammain

httpforever

Rule tracing central

Impart -

-

or [192,168.2,125

OGS XdEHEY -

]

Go

Export -

Clear -

9

http:/ /httpforever.col
2022.07.21 16:30:48, 125 115ms 448ps, 192, 168.2

Cyde: Al

Cyde |Name

-- ==l authentication Rules

. [ =—IGlobal Blockist

--|::|Da13 Loss Prevention (DI


https://kcm.trellix.com/corporate/index?page=content&id=KB90854
https://kcm.trellix.com/corporate/index?page=content&id=KB90854
https://kcm.trellix.com/corporate/index?page=content&id=KB79640
https://kcm.trellix.com/corporate/index?page=content&id=KB79640

| @ |l % )
@Skyhlgh Secure Web Gateway I >\ &
Sainrity S
Troubleshooting

Dashboard Palicy Configuration Accounts

= Packet tracing

Rule tracing centra | command line parameters:

% :
T mwgappll560924 ¢
P = F”SS PP : |-npi any -s 0 host 10,207.102.188 or host www.google.com

Log files

Rule tracing fileg | ATz || il S

Secure Web Gateway S

Connection trac |mwgapp|15609248 - |

. Packet tracing | : Name =
Troubleshooting — TCP T
System tools . tcpdump-20230525-121248.trace

synchronization |

Backup/Restore | :

Dump & Network tools

Network tools, general troubleshooting
initial checks for connectivity.

N
®Skyhl9ﬂ Secure Web Gateway @ I I I x &

Packet Tracing also verbally known as |
TCPDump capturing packets on the 1IN | Network tools
network for in-depth investigation. L & mgmprse0ss] | Command me parameters

Files : [www. google.com
Log files i
Rule tracing files -
Feedback ;| Results:

https://success.myShn net/Skyhlgh Secu Core files FING www.qoogle.com (142.250.72.4) 56(84) bytes of data.

Connection traci ;| |64 bytes from den08s06-in-f4.1el00.net (142.250.72.4): icmp_seq=l tt1l=113 time=162 ms

re Web Gateway (On Prem)/Best Prac Packet tracing || |64 bytes from den08s06-in-f4.1e100.net (142.250.72.4): icmp_seq=2 tt1=113 tine=169 ns
Network tools || |64 bytes from denG8s06-1in-f4.1el00.net (142.250.72.4): icmp_seq=3 tt1=113 time=1560 ms

System tool 5| |64 bytes from den08s06-in-f4,1el00.net (142,250.72.4): icmp_seq=4 t11=113 time=160 ns

tlceS/erte a PlaybOOk/Performlng PaCk Siicir:m?;a?ion i |64 bites from den@8s06-in-f4.1el00.net (142.250.72.4): icmEZseE:S t11=113 time=160 ms
el | |64 bytes from den08s06-in-f4.12100.net (142.250.72.4): icmp_seq=6 t1t1=113 time=159 ms

et TraCIng In Secure Web Gateway (S gz;;g;;”s;ggz 64 bytes from den08s06-in-f4.1el00.net (142,250.72.4): icmp_seq=7 tt1=113 time=160 ms
WG) 5 |64 bytes from den(8s06-in-f4,1el00.net (142,250.72.4): ilcmp_seq=8 t11=113 time=166 ms

| ping || pingé | | nslookup | | traceroute || traceroute6s | | ip neigh | | ntp

i |64 bytes from denGBs06-in-T4.1elG0.net (142.250.72.4): icmp_seq=9 tt1=113 time=160 ms
i |64 bytes from denG8s@6-in-f4.1el100.net (142.250.72.4): icmp_seq=10 tt1=113 time=150 ms

i |--- www.google.com ping statistics
5| |10 packets transmitted, 10 recelved G"a packet loss, time 9008ms
i |rtt minsavg/max/mdev = 159,991/161.906/169.085/3.023 ms




Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont

Troubleshooting > Packet Tracing | Network Tools
Common parameters for packet tracing:

-s (snap length - amount of data for each frame; 0 no limit)

-1 (Listen on defined interface / any = all interfaces)

host (can be hostname or IP - www.skyhighsecurity.com or host 10.11.12.13)
port (the port you want to capture)

Example for filter on NTLM authentication issues:
-s 0 -i any host «<clientIP> or port 445 or port 53

Rolling tcpdump from SWG CLI:
nohup tcpdump -Z root -s O -i any host x.x.x.x or host x.x.x.x -C 100 -W 20 -w
capturefilename.pcap &

« -Cis how large the capture can be before a new one is started in MB
« -W is how many files before the oldest is deleted
e & run in background

10



Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont

Running rolling tcpdump in background:

After putting in the command and you hit enter you will see:
'nohup: appending output to 'nohup.out’
Now hit enter again to get the command line back.

Once you want to stop the capture, run:

'ps aux | grep tcpdump’

and get the process ID for the rolling capture, then run
'kill -9 processID’

to stop the rolling capture.

11



Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont

Helpful Filters in Wireshark

Request methods (GET — POST — HEAD)
http.request.method == GET

URL-Search
http.request.uri contains "bbc.co.uk"

DNS Requests with no Response:

ldns.response_in && dns.flags.response ==

Filter for protocols
ip.proto eq 253 (cluster comm.)
vrrp; dns

Red Box Shows Wireshark is Running

LR N N\ Capturing from Wi-Ft en0  [Wireshark 1,126 (v1,12,6-0-ge011ce8 from mastes-1.12)}
File Edit YV Go Capture Analyze Statistics Telephony TYools |nternals Help
~ ~ v
O dm s BE X \eww?f,LIEIIG'iQ@\lam!:¢a
Filter: | IExpressnon : *—-1 Filter Toolbar
No. |Time | Source | Destination lPl'ol0<0| |info
1827 8.598721 192, 162.1. 101 74,125, 200,94 o 49246443 [MX] Seq=I161453776 Ack=3708602291
1828 §.59509) 192,168.1. 101 74.125.200.94 TSvl.2 Moplication Data
1929 8. 631177 216.58.220.46 192.168.1, 101 TCP 44349251 [ADK] Seqel29B278402 Ache1718850008
1830 3.684211 74.125.200.94 192.168.1, 101 bied 24349246 [MX] Seq=3708602291 Ack=3161453778
1531 8, 658656 216.58.196. 132 192.368.1.101 o 44349285 [MX] Seq=2905517011 Ack=321796204
1432 8. 650404 M.125.200, 94 192.168.1. 301 r(r 443 A96 [MX] Seq=3700600291 Ack=3165453845
1933 9.607547 216,58.220.46 192,168, 1. 101 44349251 [MX] Seqe1298278402 ACk=1710850277
1834 9, 846595 192.168.1.191 216.239.93,121 IE7% A7) 5eqe 1030802300 ACks360272
1835 10, 201531 216.2%%.98.121 192, 168.1. 101 . paCket Llst Panea-wmms Ack=1010802301 W
1836 11.7%8941 192.168.1. 101 111,221.29. 129
1537 12.045607 111,221.29.129 192, 168, 1, 101 n:r 44365343 [MX] Seqsd 127483 Ack=1149722157 ¥
1838 12, 045624 192,168.1.101 111.221.29. 1% SSL Centinustion Data
1839 12125740 111.221.29. 129 192.168.1, 101 nsvl.2 splication Data
1840 12, 125803 192,168, 1. 101 111.221.29.12% or G5343.443 [ACK] Soq=1M9722228 Ack=41277616 W
1841 13, 900007 192.168.1. 101 17.253.26.25) N NTP Version 4, client
1842 14, 297992 17,253.26. 253 192, 168.1. 101 NP NTP Version 4, server
1843 16,347582 fe80;:1 to2::1 IOPE Reuter Advertisesent froe 04:1B:b2:28:df 84

-

P Frase 1: 89 bytes oo wire (712 bits), 89 bytes captured (712 bits)
P Ethernet II, Src: X8:cfied:le:df: a9 (28:cfief:a:df:a9), Dst: 94:fb:b2:b8:df:d8 l“:fb!b):bl:‘l:“l
P Internet Protecol Versiom 4, Src: 192.168.1.101 (192.168.1.101), Dst: 192.168. % 1 ('A2.163.)
P User Datagras Protocol, Src Port: 49540 (49340), Dst Port: 53 (S3)
P Domain Mase Systes (query)

3.'Packet Details Pane

0000 %4 fb b2 be of
0010 00 &b @b ec 0O
020 0101¢3 U0
0030 00 00 00 00 0O
000 6f 6f 67 6 €5
050 03 63 &f 64 O

BIBUSS

o
-

2

-
-

238

ct a5 08 00 45 . >

11 43 01 65 c0 K s | e
37 95 8¢ 07 bt 01 00 00 0) { R (85 ey
70 61676561064 3210167 ....... p agead2.g
Ge 64 69 63 61 M 45 6f e coglesyn dication
00 o1 .com

4. Packet Byte Pane

12



Secure Web Gateway Troubleshooting - Tcpdump & Network Tools

@ Skyhigh  Sscure Web Gateway @ ulj X % @

Dashboard Policy Configurstion | Accournts

Network tools

Rule tracing centra Command line parameters:

mwgappll 56092
# Hf mwgapp \www‘noon\e.com

Files

Log files

Rule tracing file ‘ ping H ping6 ‘ | nslockup | ‘ traceroute || traceroutes | ‘ ip neigh | ‘ ntp ‘ | hastats H rtsstats
Feedback Results:

Core files PING www.qgoogle.con (142.250.72.4) 56(84) bytes of data.

Connection traci | |64 bytes from den8s06-in-f4.1el@0.net (142.250.72.4): 1cmp_seq=l tt1l=113 time=162 ms

Packet tracing 64 bytes from den0Bs06-in-f4.1e100.net (142.250.72.4): icmp_seq=2 tt1-113 time=169 ns

Metwork tools 64 bytes from den08s06-in-f4,1el00.net (142.250.72.4): icmp_se time=160 ns

System tools 64 bytes from den08s06-in-f4.1e100.net (142.250.72.4): icnp_se time=160 ns

Synchronization 64 bytes from den08s06-in-f4.1el00.net (142.250.72.4): icmp_seq=5 tt1=113 time=160 ns
Backup/Restore 64 bytes from den08s06-in-f4.1e100.net (142.250.72.4): icmp_seq=6 tt1=113 time=159 ns
Reset appliance| | (64 bytes from den08s06-in-74.1e100.net (142,250,72.4): 1cmp_se time=160 ns
64 bytes from den08s06-in-f4.1e100.net (142.250.72.4): icnp_se time=166 ns
64 bytes from den08s06-in-f4,1el00.net (142.250.72.4): icmp_seq=9 tt1=113 time=160 ns
64 bytes from den08s06-in-f4.1e100.net (142.250.72.4): icmp_seq=10 tt1=113 tine=160 ms

--- www.google.com ping statistics ---
10 packets transmitted. 10 received, 0% packet loss. time S008ms
rtt min/avg/max/mdev = 159,991/161,906/169.085/3.023 ns




=

Troubleshocoting

@ Skyhng Secure Web Gateway @ I I

[ ¥ Appliances | File Editor |
S e C u r e We b G a't eW ay @ Addjjoin | ¢ Delete... | Update Engines = L[ Troubleshooting

- L
[roubleshootin T e
— F i
#* Mobile Cloud Security [¥] Enable connection tracing

7 UCE Hybrid [] Log only TLS keys

" #* Web Hybrid
onnection Traces
¢ & mwgappll5609248

&7 Anti-Malware : Client IP
° Telemetry i [10.207.102.188 |
jb ePolicy Orchestrator [[] Reduce connection trace size

# Central Management

| n HTT P Com m u n ication iS Se nt in Clear #* Coaching Ill.n...i“ll'”“ number of content bytes included for each send and receive operation

/’5 Fersistent Data Storage

text b ut i n H TT P S a” CO m m u n ica-ti O n iS ﬁ Z;?_HJFZ;(HWP(S)' FTP. SOCKS, ICAP.. [] Enable tracing for Coordinator (e.g. Central Management)

A Network Interfaces : [ write full message body into log
e n Crypted a j:; g:;r;a;r:‘gl?rl"nmees‘arvice [[] Enable tracing for Centralized Updater (e.g. Central Management)
/’b Bandwidth Control [ Write full update data into log
Connection Traces in the most basic term G v rececten | Eyenabie racing for e it synchronizaton
. ) #” Hardware Security Module [[] Enable tracing for DXL
turns encrypted into plain text. 2 Satc R | Downte il message body nto g
#° Flle Server Authentication Troubleshooting

Support will often ask for connection g
& Log File Manager ' [[] Log authentication events

traces when facing issues with HTTPs Jmdorsvemsnwenber ||| ELS ST S

47 Kerberos Administration
> Troubleshooting

sites il

NOTE: SSL Scanning has to be enabled
in order to decrypt the complete traffic




Secure Web Gateway Troubleshooting — Connection Traces - Cont

Configuration -> Troubleshooting > Connection Tracing

| HTTP-100495C txt

* E HTTP-1004355 1t |

® U

D ashboard Folicy

@ Skyhigh Secure Web Gateway
Bty

ﬁ
f—'nppliances File Editor |

© Addjoin Ll IE ®5kyh;9ﬂ Secure Web Gateway \a

g Cluster

7 License

d e W Nk

5w @

18:13:39.949:
18:13:39.949:
o

CONNECT mcafee.com:443 HITP/1.0

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64;
Host:

Accepted connection on 172.27.96.188:9090 from 10.140.132.50:62200 (fd = 86, datwa
Received 215 bytes

Trident/7.0; rv:11.0) like Gecko
mcafes.com: 443

Content-Length: 0

DNT: 1

Proxy-Connection: Kesp-Alive

Pragma: no-cache
<<
18:13:35.950:
>3>

HTTF/1.0 200 Connection established

Send 38 bytes; offser = 0

<<€q
18:13:40.084:

Peeked 199 bytes

A, A+AOR/ASA$A (A'A

USE8P#EDYE WORT{-0{1: CEEAn<?-52°

: S5L Accept: Would Block:
: S5L Accept finished ok.
: Mew logical connection SockOpts unchanged. TCP window not empty:
18:13:40.608: Would Block (EPOLLIN, EPOLLONESHOT)

18:13:40.609: Received 274 bytes

[

GET / HITP/1.1

text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: de-DE,de;qg=0.5

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64;
Accept-Encoding: gzip, deflate

Host:
DNT: 1
Connection: Keep-Alive

(EPOLLIN, EPOLLONESHOT)
Session re-use = 0, cipher = ECDHE-RSA-AES256-GCM-SEA3S:
242 bytes (or 1
Receive:

Accept:

Trident/7.0; rv:11.0) like Gecko

mcafee.com

111
18:13:40.750:
18:13:40.823:
[rr

HTTP/1.1 301 Moved Permanently

Via: 1.1 172.27.96.188 (MchAfee Web Gateway 7.7.2.8.0.25114)

Mon, 12 Feb 2018 18:13:40 GMT A

Connection is still ok
Send 279 bytes; offset =0

Date:

# Mobile Cloud Securit
j:;b UCE Hybrid \E‘ Connection tracing
& Web Hybrid Ff;;"e tracing central sl 1y anaplefdisable connecti e
¢ Appliances = mwgappll56092 ) 17
= Files Trace files:
¢ = mwgappll5609248 !
4° Anti-Malware Log files mwgappll5609248 &
4 Telemetry Rule tracing files
4 ePolicy Orchestrz Feedback :
4 Central Managen Core files L_ update
¥ Coaching gO”EetC:'O”_traC | | HTTP-D87550-C.txt
7 Persistent Data Naf & krtac”l"g || HTTP-087551 C.txt
4 Proxies (HTTP(S), etwork tools =
J’b S5LTap System tools | | HTTP-087552-C.txt
\)b Metwork Interfac: Synchronization | | HTTP-087552-5.txt
/* Domain Name Se Eac'“;pmeft‘“e | ] HTTP-087553-C.txt
& Date and Time ESELEPPIANCE | 1] HTTP-087554-C.tat
4 Bandwidth Contr e
&7 Metwork Protecti = :
Jb SNMP | | HTTP-087555-C.txt
7 Hardware Securil L | HTTP-087556-C tut
7 static Routes | | HTTP-087557-C.txt 40
45‘ Pclnrt Forwarding | | HTTP-087558-C tit o
5 E'}fesr:;‘ilrsts || HTTP-087558-5.txt 5
T 44
47 User Interface | ] HTTP-087559-C.txt .-
4 Log File Manager | | HTTP-087559-5.txt jj
& Windows Domain | HTTP-087560-Ctxt <=
%5 Kerberos Adminis | HTTP 087560 5.8 ,°
P Troubleshooting =
J syslog | | ssl_keys.txt

[

oW

(3

ll8:13:39.950: Connect:

18:13:40.084:

Would block (EPOLLOUT, EPOLLONESHOT, EPOLLERR) 161.69.25.243:4¢
PostConnect: ok (local addr 172.27.96.188:27740)

18:13:40.099: S5L Connect: Would Block: (EPOLLIN, EPOLLONESHOT)

18:13:40.235: SS5L Connect: Would Block: (EPOLLIN, EPOLLONESHOT)

18:13:40.235: S5L Connect: Would Block: (EPOLLIN, EPOLLONESHOT)

18:13:40.384: S5L Connect: Would Block: (EPOLLIN, EPOLLONESHOT)

18:13:40.523: S5L Connect finished ok. Session re-use = 0, digest = 93c5b25a51eled4d50c
18:13:40.609: Connection is still ok

18:13:40.609:
18:13:40.610:
[

Connection is still ok
Send 367 bytes; offset = 0

GET / HTTP/1l.1
DNT: 1
Host: mcafees.com

Accept: text/html, application/xhtml+xml, image/jxr, =/*

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Accept-Encoding: gzip, deflate

Bccept-Language: de-DE,de;g=0.5

X-Forwarded-For: 10.140.132.50

Via: 1.1 172.27.96.188 (McAfee Web Gateway 7.7.2.8.0.25114)

Connection: Keep-Alive

111
18:13:40.610:
18:13:40.750:
[re

ETTP/1l.1 301 Moved Permanently
Content-Type: text/html; charsec=UTF-&
Location: https://www.mcafee.com/
Microsoft-IIS/7.5

Mon, 12 Feb 2018 18:13:40 GMT
Content-Length: 146

Receive: Would Block (EPOLLIN, EPOLLCONESHOT)

Received 340 bytes

Server:
Date:

<head><title>Document Moved</title></head>

<body><hl>0Object Moved</hl>This document may be found <a HREF="https://www.mcafee.com
18:13:42.115: S5L Shutdown (fd = 83, 0)

18:13:42.115: Releasing FD with pending data (fd = 88, 1)
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Secure Web Gateway Troubleshooting — Connection Traces
Decrypt SSL with Keys from Connection Trace

Take aways:

* If you see what looks like junk do not worry this is typically HTTP2 this would be accepted at support as we can

decode this:
16:15:23.624: Send 27 bytes

unsigned char send_1[] = { 0x00, 0x00, 0x12, 0x04, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00, 0x02, 0x00, 0x00, 0x00, 0x00, 0x00, 0x03, 0x00, 0x00, 0x00, 0x64, 0x00, 0x06, 0x00, 0x00, 0x80, 0x00 }; // {

SETTINGS: stream =0, len =18, flags=0 }.

e Connection traces will trace from the client in the ‘-C’ file and from the proxy to the destination in the ‘-S’ file.
* From support we would need the TCP dump started first then the connection traces started with the ssl_keys

file so we can decode the TCP dump streams.

* Will often be request by support for issues with websites/web applications.

* To decode TCP dump using the ssl keys:

CONNECT www. testlng.com:443 HTTP/1.1

= : Mozi - i -@; Wingd; 5 rv:lel. i -
TAPA Transport Layer Sequrity User-Agent: Mozilla/5.0 (Windows NT 10.0; Wint4; x64; rvile1.8) Gecko/20100101 Fircfox/101.0
Tcap Proxy-Connection: keep-alive

TP RsAkeyslist | Edit Connection: keep-alive
Host: www.testlng.com:443

TCPCL TL5 debug file
TCPENCAPR HTTP/1.8 28@ Connection established

TCPROS Browse.
TDMoE B Reassemble TLS records spanning multiple TCP segments
TDMoP
s =
TeamSpeak? | Message Authentication Code (MAC), ignore "mac failed™
TECMP
TELNET
Terede
TETRA C:\sers\Richa\Desktop'ssl_keys.txt Browse...
TFP

TFTP

Thread
Thrift

Tibia

TIME

TPC
TiVoConnect
s

B Reassemble TLS Application Data spanning multiple TLS records (', A....86E..F.I|...

w82 kX LN,
E=c..@X..6.e.k.h..

Pre-Shared Key

(Pre)-Master-Secret log filename

setocodlboccoocBoondooos
W& UL 940 "<~ #5. L. 5B L+, CL P 0
U7 SUUPUROURRREE 75 = TSSO 1 IO s Y RO SO SO SO

A

CONNECT www. testing.com:443 HTTP/1.1
User-Agent: Mozilla/S.® (Windows NT 16.0; Winbd; x64; rv:101.0) Gecko/20186101 Firefox/101.0
Proxy-Connection: keep-alive

Connection: keep-alive

HOST: www.testing. com:443

HTTP/1.0 200 Connection established

GET / HTTP/1.1

Host: www.testing. com

User-Agent: Mozilla/s.® (Windows NT 16.0; Win6d; x64; rv:101.0) Gecko/20186101 Firefox/101.0
Accept: text/html,application/xhtmlixnl,application/xnl;q=8.9, image/avif, inage/webp,*/*;q=0
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: http://ww.testlng.con/

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-site: cross-site

Sec-Fetch-User: 21

Pragna: no-cache

Cache-Control: no-cache

HTTP/1.1 200 OK
Via: 1.1 102.168.2.58 (McAfes lieb Gateway 18.2.10.40768)
Date: Sun, 24 Jul 2622 14:42:02 GMT

Server: Apache

Connection: keep-alive

Content-Type: text/html; charset-UTF-8

Cache-Control: no-cache

Transfer-Encoding: chunked

<IDOCTYPE html>

<html lang="en">

<head>
<title>Testingc/title>
<meta charset="utf-5">

content="width=device-width, initial-scale=1">
="ing/favicon2.ico
stylesheet” href="https://maxcdn.bootstrapcdn.con/bootstrap/3.4.1/css/bootstrap.min.css">
<seript src="https://ajax.googleapis.com/ajax/Libs/jquery/3.5.1/jquery.min.3s"></script>
<seript src="https://maxcdn.bootstrapcdn. com/bootstrap,/3.4.1/js/bootstrap.min. js"></script>
</head>
<body>
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Secure Web Gateway Troubleshooting — Connection Traces

Reading of Connection Traces

Each entry in the traces begins with a timestamp of
when the entry was written. Here is a table of possible

log entries

Connect: Would block (EPOLLOUT,
EPOLLONESHOT, EPOLLERR) :80 IP =
"10.150.97.74"

Connected transparently to :80 IP =
"10.150.97.74"

Connection — using existing connection — to :80
IP ="10.150.97.74"
PostConnect: <status>

Connection is still ok

Connection is already dead /
Connection isn’t ok
Send <n> bytes <brackets> <data> <brackets>

Received <n> bytes <brackets> <data>
<brackets>

Sent: Would Block (EPOLLIN,
EPOLLONESHOT)

Receive: Would Block (EPOLLIN,
EPOLLONESHOT)

SWG initiated a connect call to 10.15.97.74 on
port 80. Depending on the context there could
also be a FQDM before the port (a SYN
package was sent)

SWG is running in bridge or router mode, has
IP spoofing enabled and cloned a connection

SWG uses an already connected socket for this
connection

The TCP handshake has finished and the
status of the connection is <status>

SWG verified if the connection is ok (will be
used for example to detect dead clients) and it
is ok

SWG verified if the connection is ok and it isn’t
ok

SWG has sent data. The brackets are a “<<<” —

“>>>" or a “[|” pair. The first pair indicates plain
text data where as the second pair will be used
for SSL encrypted traffic.

The same as above (only receive)

SWG wanted to send data, but the kernel was
not yet willing to accept it. This is not an error.

SWG wanted to read data from a socket, but
there was no data. This is not an error.

Accepted connection on <MWG IP>:<ProxyPort> SWG has accepted a connection. The local

from <ClientIP>:<ClientPort>

Connection has received FIN
SSL Shutdown

Releasing FD but keep it open

Releasing and closing FD

(proxy) port will be given as well as the client IP
address and port.

The peer has closed the connection.

SWG terminates the SSL (not the TCP!)
connection.

SWG removes the socket from this connection
but keeps it open for later reuse.

SWG removes the socket from this connections
and closes it.
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Secure Web Gateway Troubleshooting — Core Dump - Cont

If you need to manually trigger a core dump this can be done in various ways. You need to
du this during the high CPU or memory issue!

The main dump forced:
Navigate to the cores folder:

# cd /opt/mwg/log/debug/cores
Perform the procedure below:

# gcore “pgrep -n mwg-core
Check the status of the mwg status"

# service mwg status
Verify the core file was created:

# I
Rename the core file to match: [PROCESS-NAME]-[PID].core

# The format should be something like:

# mv <nameofcreatedcorefile> mwg-core-3902.core
Compress the core file (we use 'gzip -9' in case it is larger than
4GB), substitute TFILENAME]" with the filename of the desired core
file:

# cd /opt/mwg/log/debug/cores

# gzip -9 [FILENAME]

# mv [FILENAME].gz
#your_service_request_number#_ [FILENAME].gz
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Secure Web Gateway Troubleshooting — Authentication Debug

Log file located > Troubleshooting > Log Files > Debug > ,mwg-core__ Auth.debug.log

We can generate some examples of reasons why authentication is not working, here |

am looking at NTLM.

User does not exist:

Error from DC, returned kSTATUS_NO_SUCH_USER
Failed to authenticate user user3

User logon with misspelled or bad password:

Unknown Error from DC, Hit the default case(kWrongPassword)! : 0xc000006a

RPC failed with NTLM status 0xc000006a STATUS_WRONG_PASSWORDRPC failed in function-SendAndReceiveNetrLogon

User logon to account disabled by administrator:

Unknown Error from DC, Hit the default case(kWrongPassword)! : 0xc0000072

RPC failed with NTLM status 0xc0000072 no message foundRPC failed in function-SendAndReceiveNetrLogon

@] [3443] Unknown E

rror from DC, Hit the default case(khrongPassword)

)
:00] [3443] RPC failed with NTLM status @xceeeee72 no message foundRPC failed in function-SendAndReceiveNetrLogon

[329] NTLM (126,
[413] NTLM (126,
[413] NTLM (126,
[413] NTLM (126,
[398] NTLM (127,
17522919078t
[398] NTLM
[398] NTLM
[398] NTLM
[398] NTLM
NTLM

192.168.2.149) Failed to authenticate user user2. Failure statu:

192.168.2.149) Authentication didn't return values, failure ID: 3, authentication failed: 1

192_16! 2.149) Added authentication method: Basic realw="McAfee Web Gatewa;

192.168.2.149) Added authentication method

192.168.2.149) URL: http://192.168.2.58:9090/mug- internal/deSfs23hu73ds/plugin?

@6&ur1=aHROcDovL3R1c3QxbmcuY29tLw, , &rnd=1658675433. 1555503410 . d1klvarTGvBckSIxVWATpSKp713ehIT9UTOV_otleFs,

192.168.2.149) Configuration: User Database at Authentication Server Connection: ©x7ff8884599c@ RR: @x7ff87c026bfe

192.168.2.149) Authentication didn't return values, failure ID: 4, authentication failed: @
68.2.149) Added authentication method: Basic realm="McAfee Web Gateway™

, 192.168.2.149) Added authentication method: NTLM

192.168.2.149) URL: http://192.168.2.58:9090/mwg-internal/desfs23hu73ds/plugin?
06&ur1=aHRBcDovL3R1c30xbmeLY29tLw, , &rnd=1658675433. 1555593410 . d1klvar IGvBckSIxVWATp8Kp713ehII9UTOV_otleFs,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8384599c@ RR: @x

, 192.168.2.149) Incoming credentials

NTLM
17522919078t
:46.186 +62:08] [398] NTLM (129,
46.186 @] [398] NTLM (129,

192.168.2.149) Authentication didn't return values,
192.168.2.149) Added authentication methed: Basic real McATee Heb Gateway’
192.168.2.149) Added authentication method: NTLM TIRMTVNTUAACAAAAAAAAAAAAAAAFEOMEO2DV2raS 24ARAAAAAARAAAANAANAARA

9, 192.168.2.149) URL: http://192.168.2.58:9098/mwg-internal/de5fs23hu73ds/plugin?

©0&ur1-aHROcDovLIR1c3QxbmcuY29tLw, , &rnd=1658675433 . 1555593410 . d1klvar I6vBckSIxVWATpEKp713ehI19UTOv_otleFs,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8384599c@ RR: @x555e944a1f38
192.168.2.149) Incoming credentials: NTLM

TlRMTVNTUAADAMAhAAYAL‘lAAA( rAmAp gAAAAaADgBYAAAAc,N GVAAAAEAEAAFAAMAAAAAE;AQAAE‘VKIOgﬂAbF UAARAP/ittFVopHoxjlgzc, J KL szgAwa 3 tAGUADABhAGIAJQBZAGUACEAYAEQARQETAESAVABPAFA
AAAAARAAAAARARAAARARANAC

[2622-07-24

\CQASAEEAVABUAFAALWAXA

[2022-07-24 . 3 C failed with NTLM status @xceee@e72 no message foundRPC Fa1led in funct)cm—SEndAndnEcei\.reNEtrchcn

[2022-@7-24 5 NTLM (129,

[2022-07-24 .188 +0 8] NTLM (129,
NTLH (129,
NTLM (129,
[2022-07-24 17: .522 ] i NTLHM (130,
[target=Auth&reason-Auth&ClientID=1752291907&t t1-606&ur1=aHRAcDoVL3R1C3QxbmciY29tLw, , &rnd=1658675433 . 1555503410 . d1klvarTGvBckSIxVWATpSKp713ehIT9UTOV_otleFs,

(130,
[¢ECH
(130,
2] [433] NTLM (130,
l] [4\1] NTLM (131,

“NTLM
NTLM
NTLM
NTLM
NTLM
NTLM

-] [433] NTLM (13

192.168.2.149) Failed to authent
3, authentication failed: 1
192.168.2.149) Added authentication method: Basic realm="McAfee Web Gatewa
192.168.2.149) Added authentication method: NTLM
192.168.2.149) URL: http://192.168.2.58:9098/mwg-internal/deSfs23hu73ds/plugin?

192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8884599c@ Ri
192.168.2.149) Authentication didn't return values, failure ID: 4, authentication failed: @
192.168.2.149) Added authentication method: Basic reals McAfee Web Gatewa

192.168.2.149) Added authentication method

192.168.2.149) URL: http://192.168.2.58:9090/mwg-internal/desfs23hu73ds/plugin?
008&ur1=aHR@cDovLIR1c3QxbmcuY29tLw, ,&rnd=1658675433.1555593410 . d1klvarIGvBckSIXVWATpBKp713ehII19UTOV DtlEFS,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8884599c@ R
192.168.2.149) Incoming credentials: NTLM TIRMTVNTUAABAAAABAITOBARAAAAAAARAAAAAAAAARAKAPBVAARADM:
191.153.2.149) Authentication didn't return values, failure ID: @, authentication failed: @
192.168.2.149) Added authentication method: Basic reals McAfee Web Gatewa

, 192.168.2.149) Added authentication method: NTLM T1RMTVNTUAACAAAARAAAAAAAAAAFgOME2 FZmIoZri4RAAARAAARAAARAARAANAA
2, 192.168.2.149) URL: http://192.168.2.58:9090/mwg-internal/desfs23hu73ds/plugin?

©0&ur1-aHROcDovLIR1c3QxbmcuY29tLw, , &rnd=1658675433 . 1555593410 . d1klvar I6vBckSIxVWATpEKp713ehI19UTOv_otleFs,
192.168.2.149) Configuration: User Database at Authentication Server Connection: @x7ff8384599c@ RR: @x7ff37c@leafd
192.168.2.149) Incoming credentials: NTLM

TlRMWNTuAADAAAAhAAVAI4AAA( AKwAPgAAAASADEBYAAAACEAKAGYAANACABAACAAARAAAAABS AQAAB YK Tog 0ABF UARAAPN LG | FyNvA+t 9T IXRrY1jGgAbwB LAGUADABhAGLAJQB 2 AGUACEAZAEQAROBTAESAVABPAFA
|G4ybikGTHAC ax BBAQAAAARAAHNBOXh5n9gB | Prse (Xal2s AARAAC AAWADAAAAAAAAAAAQAAAAABAACM3AC SMDD+BrVind 73 /DCICgKe/ tAKRPWULGnZwE s YKCQOAEAAAAAAAAAAAAAAAAAAAAAAACQASAEEAVABUAFAAL WAXA
[2622-07-24 17:21:32.532 +62:88] [3443] Error from DC, rEturnEd KSTATUS_NO_SUCH_USER

.532 e] [338] NTLM (132,
[2022-67-24 17:21:32.532 +02:00] [408] NTLM (132,
[2022-07-24 .53 0] [468] NTLM (132,
[2022-07-24 17:21:32.532 +82:00] [408] NTLM (132,

. Failure status: 1
191.153.2.149_) Authentication didn't return values, failure ID: 3, authentication failed: 1
192.168.2.149) Added authentication methed: Basic realm="McAfee Web Gatewa
192.168.2.149) Added authentication method:

2]



Status\Sub-
Status Code Description

0XCO000005E There are currently no logon servers available to service the logon request.

0xC0000064 User logon with misspelled or bad user account

0xC000006A User logon with misspelled or bad password

0XC000006D The cause is either a bad username or authentication information

0XCO00006E Indicates a referenced user name and authentication information are valid, but some user account restriction has prevented successful authentication (such as time-of-day restrictions).
0xC000006F User logon outside authorized hours

0xC0000070 User logon from unauthorized workstation

0xC0000071 User logon with expired password

0xC0000072 User logon to account disabled by administrator

0XC00000DC Indicates the Sam Server was in the wrong state to perform the desired operation.

0XC0000133 Clocks between DC and other computer too far out of sync

0XC000015B The user has not been granted the requested logon type (also called the logon right) at this machine
0XC000018C The logon request failed because the trust relationship between the primary domain and the trusted domain failed.
0XC0000192 An attempt was made to logon, but the Netlogon service was not started.

0xC0000193 User logon with expired account

0XC0000224 User is required to change password at next logon

0XC0000225 Evidently a bug in Windows and not a risk

0xC0000234 User logon with account locked

0XCO00002EE Failure Reason: An Error occurred during Logon

0XC0000413 Logon Failure: The machine you are logging on to is protected by an authentication firewall. The specified account is not allowed to authenticate to the machine.
0x0 Status OK.

N



Secure Web Gateway Troubleshooting — Authentication Debug - cont

Secure Net logon

In conjunction with the auth debug logs we now also sometimes
need the Netlogon Logs.

Webgateway commincates via port 445 but with secure all we now
see is blob data so no request or responce is in clear text.

Netlogon Logs will record the request and responce but this is done
on Windows Server itself:

https://docs.microsoft.com/en-us/troubleshoot/windows-
client/windows-security/enable-debug-logging-netlogon-service
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Secure Web Gateway Troubleshooting — Authentication Debug - cont

Secure Net logon

Enable with admin cmd prompt:

Disable with admin cmd prompt:

Log can be found:

C Drive > Windows > Debug

7 Quick access
[ Desktop
4 Downloads

5| Documents

Share WView

» ThisPC » Local Disk (C:) » Windows » debug v O Search debug

~

"~ Name Date modified Type Size "
= DfsrD0067.log 17.07. Text Document OKB
=] DfsrApi_001.log Text Document 10 KB
=] mrtlog Text Document 3KB
=] netlogon.log Text Document 10 KB

87/24
87/24
87/24
87/24
87/24
87/24
87/24
@7/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
87/24
@7/24

File Edit

17
17
17
17
17
17
17
17
17
17
17
17

j netlogon.log - Motepad

Format View Help

143
t43:
t43:
143
143
143
143
143
143
143
143
143
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

EREERE

29
29
29

148
148
148
148
148
148
148
148
148
148
148
148
148
148
148
148
H X
H X
H X
185
185

[LOGON] [364] HOMELAB: SamlLogon: MNetwork logon of homelab\user3 from MWGMAIN (via MWGMAIN) Entered

[LOGON] [364] LsalExtractTargetInfo did not return a Netbios resource server domain name for - no filtering will be done
[LOGON] [364] HOMELAB: SamlLogon: Network logon of homelabl\user3 from MWGMAIN (via MWGMAIN) Returns BxCB888864

[MISC] [364] HOMELAB: DsGetDcMame function called: client PID=6932, Dom:Winserverl.homelab.local Acct:({null) Flags: LDAP(
[MISC] [364] MetpDeInitializeContext: DSGETDC_VALID_FLAGS is c1fffffl

MAILSLOT] [364] Received ping from WINSERVER1(Winserwverl.homelab.local) Winserverl.homelab.local (null) on <lLocal>
CRITICAL] [364] Ping from WINSERVER1 for domain Winserwverl.homelab.local (null) for (null) on <lLocal> is invalid since 1
CRITICAL] [364] NetpDcGetNameIp: Winserverl.homelab.local: No data returned from DnsQuery.

MISC] [364] NetpDcGetNahe: NetpDcGetNameIp for Winserverl.homelab.local returned 1355

CRITICAL] [364] NetpDcGetName: Winserverl.homelab.local: IP and Netbios are both done.

MISC] [364] HOMELAB: DsGetDcName function returns 1355 (client PID=6932): Dom:Winserverl.homelab.local Acct:(null) Flag
SITE] [364] DsrGetSiteName: Returning site name "Default-First-Site-Name' from local cache.

MISC] [364] HOMELAB: DsGetDcName function called: client PID=6932, Dom:Winserverl.homelab.local Acct:(null) Flags: LDAP
MISC] [364] MetpDcInitializeContext: DSGETDC_VALID_FLAGS is clfffffl

MAILSLOT] [364] Received ping from WINSERVER1(Winserverl.homelab.local) Winserverl.homelab.local (null) on <lLocals
CRITICAL] [364] Ping from WINSERVERL for domain Winserwverl.homelab.local (null) for (null) on <lLocal> is invalid since 1
MISC] [364] NetpDcGetName: Winserverl.homelab.local similar query failed recently 189

[MISC] [364] HOMELAB: DsGetDcMame function returns 1355 (client PID=6932): Dom:Winserverl.homelab.local Acct:(null) Flag
[SITE] [364] DsrGetSiteName: Returning site name ‘Default-First-Site-Name' from local cache.

[LOGON] [2288] HOMELAB: SamLogon: MNetwork logon of homelab\user2 from MWGMAIN (via MWGMAIN) Entered

[LOGON] [2288] LsalExtractTargetInfo did not return a Netbios resource server domain name for - no filtering will be don
[LOGON] [2288] HOMELAB: SamLogon: Network logon of homelab‘user2 from MWGMAIN (via MWGMAIN) Returns 8xCeeese72

[MISC] [2288] HOMELAB: DsGetDcName function called: client PID=6932, Dom:Winserverl.homelab.local Acct:(null) Flags: LDAI
[MISC] [228@] NetpDcInitializeContext: DSGETDC_WALID FLAGS is clfffffl

[
[
[
[
[
[
[
[
[
[
[
[
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Secure Web Gateway Troubleshooting — Common Issues
Disk Space

Disk filled up by:
» Log files, debug files (connection/rule traces), core files, temp files, syslog

Results in:

* Login error for GUI

* Not able to save changes (1/O error)

« SWG services not running properly or not started
« User not able to browser

Dashboard alarms:
* Filesystem usage on /opt exceeds selected limit
* Filesystem usage on /var exceeds selected limit (/var/log/messages)

| Aderte
Apphance hiter » Date Hiter *  Message Hiter: (7] warning . [ x)
Al A Error, Waming
MWG02 12Mar-2013 163324 EDT Flesystem usage on Jopt exceeds selected Imit (51% 7 90%). (Origin: health monitor, 55 Smes within last 148 minutes)
MWGO1 12Mar-2013 16:09:41 EDT Flesystem usage on Jopt exceeds selected hmet (50% 7/ 90%). (Origin: health monitor, 15 Smes within last 30 minutes)
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Secure Web Gateway Troubleshooting — Common Issues
Disk Space — cont

« The first thing we have to do with a full disk is to determine where the files are that are
filling up the disk. For example is it /var/log or /opt/mwg/log/debug/connection_tracing

* To locate large files (10MB+ here), run:
find /opt -type f -size +10000k -exec Is -alsoh {} \;

« Once you have determined the location you can see for example /var/log/messages is
very large, chances are access logs being logged here. If so rsyslog config is incorrect
(very common). Check rsyslog.conf for:

*.info;mail.none;authpriv.none;cron.none /var/log/messages
Replace it with this line:
*.info;daemon.!=info;mail.none;authpriv.none;cron.none -/var/log/messages

* If connection_tracing directory was connection traces left enabled (very common)

* How to troubleshoot Web Gateway appliance disk space issues:
https://kcm.trellix.com/corporate/index?page=content&id=KB73869
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Secure Web Gateway Troubleshooting — Common Issues — 502 response

« HTTP response code 502 - Bad Gateway

The server was acting as a gateway or proxy and received an invalid response
from the upstream server.

« The three different errors/block pages the client can receive are:
Host not resolvable

Bad Response - Web Gateway receives a response from the destination but
the response is not a valid HTTP response

Cannot Connect

« All three of these blocks will log a HTTP 502 Status in the Web Gateway access

logs:
[08/Mar/2023:18:25:57 -0600] "™ 10.10.67.4 502 "GET
http://example.local/ HTTP/1.1" "™ "-" " 3126 "Mozilla/4.0(compatible; MSIE 8.0; Windows NT 5.2; Trident/4.0; .NET

CLR1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR3.5.30729; .NET4.0C; .NET4.0E)" " "0"
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Secure Web Gateway Troubleshooting — Common Issues — 502 response
Host not resolvable

« This message will be displayed if Web Gateway is unable to contact the DNS server or if
the DNS server returns a “No Such Name” response as seen in the example below. The
filter used to display this was “(ip.addr==10.10.67.4 &&
(http.response.code==502||http.request)) ||dns”.

Filter: | (ip.addr==1010.67.4 && (http.response.code==502 || http.request)) || dE Expression.. Clear Apply Save

Mo. Time Source Source Port  Dest Port  Destination Info
72 2013-03-12 15:22:54.103 10.10.67.4 4946 9090 10.10.67.161 GET http:./example.local,/ HTTP/1.1
74 2013-03-12 15:22:54.134 10.10.67.161 58088 53 10.10.65.1 Standard query 0x8d42 A example.local
75 2013-03-12 15:22:54.134 10.10.65.1 53 58088 10.10.67.161 Standard query response Ox8d42 No such name
76 2013-03-12 15:22:54.134 10.10.67.161 58088 53 10.10.65.1 Standard query 0Ox8d43 AAAA example. Tocal
77 2013-03-12 15:22:54.13% 10.10.65.1 53 58088 10.10.67.161 Standard query response 0x8d43 Mo such name
80 2013-03-12 15:22:54.136 10.10.67.161 090 4946 10.10.67.4 HTTP/1.1 502 notresolwvable (text/html)
83 2013-03-12 15:22:54.165 10.10.67.4 4946 3030 10.10.67.161 GET http: /example. local /mwg-internal/de5fs23hu73ds /files/javascript,/sw.js HTTP/]
90 2013-03-12 15:22:54.171 10.10.67.4 4951 3090 10.10.67.161 GET http:./example. local /mwg-internal /de5fs23hu73ds,/Ti1les/default/stylesheet.css
Q97 PO N2 1P IC =304 171 AN A0 & A AQC D [« Tal=Tal A0 10 & il | GET httme g amnla 1 =l Srmamet mtarmal e Fe 3 T i S T ae Fdaf T+ Simn Flmn sl

In this case we can see the client (10.10.67.4) makes a request to the Web Gateway (10.10.67.161) on its default proxy port 9090. After Web Gateway
receives the request it must perform a DNS query to resolve the hostname to an IP address and contacts the DNS server (10.10.65.1), requesting the
IP address of example.local. Packets 74 and 76 show the request and packets 75 and 77 show the response.

To fix this issue the DNS would need to be configured with an “A” record for example.local. A workaround could also be to add it to the Web Gateway’s
hosts file. This would allow Web Gateway to resolve the hostname to an IP address without the need of a DNS Query. The hosts file can be edited
under Configuration > File Editor > hosts.
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Secure Web Gateway Troubleshooting — Common Issues — 502 response
Cannot Connect

Each connection the Web Gateway makes to a destination begins with a TCP three-way
handshake. This handshake must occur before the Gateway can send the HTTP request and if it
fails then it will result in the “Cannot Connect” message. The examples below first shows the initial
client request to the Gateway and in the next packet we can see the Gateway sending the first part
of the handshake (SYN) to the destination.

Filter: (ip.acldr==10.0.67.4 BB (hitp-response code==307 || hitp.request]) || 4| = | Expremion._.  Clear  Spply Save

Mo Time Source Source Port  Dest Port  Destinstion Info
E23 2043-03-12 19:30:36.088 10.10.67.4 2708 9050 10.10.67.161 GET https/sexample. local/ HTTR/1.1
HIT ZOLEF-03-12 ].’5 30 !E :I.'l.l 10,10, 67161 Jas00 BO 10.10.67.124 :H-El'.":l B0 [5vN] Seqgs0 Win=5B40 Len=0 M55s1460 SACK_PERM=l TSval=Z71l20226 TSeorsD |
i) Sl B A % o =

E5A 2001%-03-12 19:30: 56,112 0. 10 67.12 [[E] LTS 0. 10, 67, 161 BOG [RST, AC 1 L]
34-1 ?M! EI! 12 10:30: 36, 'I'ill 10,10, 67. 161 Q000 PR 10,10, 67.4 H‘I'fﬂh 1 502 <i hl:#meﬂ {'I:f L/ hlr-'lj

After the initial client connection sent in packet 823, Web Gateway tries to establish a connection to the destination by
sending a SYN packet. Normally we would expect to see a SYN/ACK packet sent back from the server but in this case
packets 828, 830, 832, etc... all show that the Web Gateway is receiving a RST (Reset) packet after each SYN packet it
sends. The RST packet is used to terminate a connection. Since Web Gateway is unable to establish a TCP connection to
the destination a “Cannot Connect” message is sent back to the client. It might also happen that there is no answer to
the SYN at all. In any case, you need to inspect the upstream devices.
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Secure Web Gateway Troubleshooting — Common Issues
Cluster

As a best practice, we recommend only putting up to 10 nodes behind a single transit
node. If you have more than 10 nodes in a location, you should have more than one
transit node and create smaller network groups that are tied to the transit node. Here's
an example with a larger cluster with nodes in Tokyo, New York, and Paderborn. For the

smaller locations with one transit node, the Runtime and network groups use the same
name.

newyork

Y
PP g
°

g
i

/ ; )7
bk 17011

iii iii

14
g :
z 10070
s
9% y Y
2
g
EXolobobob Pl
1)

31



Secure Web Gateway Troubleshooting — Common Issues

Cluster

Management IP, Time Sync, Groups, Timeout values

Results in;

e Sync issue

 Login failure
 Fail to save change

Advanced Management Settings

Multiplier for timeout when distributing over multiple nodes

Timeout when connecting

1

1 second

Timeout when doing handshake

1 second

Timeout when receiving/sending

1 second

Use and Serve persistent connections

11

This Node is Member of the Following Groups

Group runtime
EMEA

Group update
EMEA

Group network

D% ST

Na. String
1 Jall
2 |EMEA

60 seconds

60 seconds

60 seconds

® Skyhigﬂ Secure Web Gateway

Dashboard

Accounts Troubleshooting

l/ Appliances | File Editor |

&) Addfloin Delete... | Update Engines - L[

¢ Cluster
47 License
47 Mobile Cloud Security
47 UCE Hybrid
47 Web Hybrid
¢ Appliances
¢ | mwgappll5609248
&7 Anti-Malware
7 Telemetry
#” ePalicy Orchestrator

_“|Central Management
, I

Central Management Settings

IP addresses and ports of this node used for central managel
0[]
Mo, String

1 10.140.220.212:12346
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Secure Web Gateway Troubleshooting — Common Issues

Cluster - cont

® Skyhaigﬂ Secure Web Gateway
0

Dashboard Palicy Cenfiguration Accounts Troubleshesoting _

( Appliances | File Editor |

& Addfoin Delete... ‘ Update Engines ~ ||

¢ Cluster

7 License

&7 Mobile Cloud Security
& UCE Hybrid

£Web Hybrid
- Armmlimm e nn

Engine Update Status

mwgappll5751436: idle

mwgappll5609248: idle

Appliances Information (Format: UUID, Name, Version, Storage Timestamp, Deployment, Model)

72BAF2DE-BE25-0CCS-EB25-000000EEZDAD, mwgappll5609248, 12.2.0.0,0-44913, 2023-05-26_08-21-15-436_+0000, OnPremise, QEMU
72B84F2DE-BEZ26-0CCY-EBZ25-000000F0590C, mwgappll5751436, 12,2,0.0,0-45081, 2023-05-26_08-21-15-436_+ 0000, OnPremise, QEMU
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The perfect Service Request

- Detailed description [ date & time of issue; expectation vs. given behaviour
- Feedback file

- Tcpdump on Client + SWG (filtered if needed) Client IP and requested URL

- Connection Traces

* Rule Trace

- Details on infrastructure (complex setup)

« Steps already performed as troubleshooting
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1) Skyhigh

Thank You!

www.skyhighsecurity.com


https://www.skyhighsecurity.com/en-us/index.html

1) Skyhigh

Qand A

www.skyhighsecurity.com


https://www.skyhighsecurity.com/en-us/index.html

	Slide 1: SWG troubleshooting and common scenarios
	Slide 2: Overview
	Slide 3: Software & License
	Slide 4: Hardware Troubleshooting
	Slide 5: Secure Web Gateway Troubleshooting
	Slide 6: Secure Web Gateway Troubleshooting - Feedback File
	Slide 7: Secure Web Gateway Troubleshooting - Rule Traces
	Slide 8: Secure Web Gateway Troubleshooting - GTI delays
	Slide 9: Secure Web Gateway Troubleshooting – TCP Dump & Network tools
	Slide 10: Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont
	Slide 11: Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont
	Slide 12: Secure Web Gateway Troubleshooting - Tcpdump & Network Tools - cont
	Slide 13: Secure Web Gateway Troubleshooting - Tcpdump & Network Tools
	Slide 14: Secure Web Gateway Troubleshooting – Connection Traces
	Slide 15: Secure Web Gateway Troubleshooting – Connection Traces - Cont
	Slide 16: Secure Web Gateway Troubleshooting – Connection Traces Decrypt SSL with Keys from Connection Trace
	Slide 17: Secure Web Gateway Troubleshooting – Connection Traces 
	Slide 18: Secure Web Gateway Troubleshooting – Core Dump
	Slide 19: Secure Web Gateway Troubleshooting – Core Dump - Cont
	Slide 20: Secure Web Gateway Troubleshooting – Authentication
	Slide 21: Secure Web Gateway Troubleshooting – Authentication Debug
	Slide 22
	Slide 23
	Slide 24: Secure Web Gateway Troubleshooting – Authentication Debug - cont
	Slide 25: Secure Web Gateway Troubleshooting – Common Issues
	Slide 26: Secure Web Gateway Troubleshooting – Common Issues Disk Space
	Slide 27: Secure Web Gateway Troubleshooting – Common Issues Disk Space – cont
	Slide 28: Secure Web Gateway Troubleshooting – Common Issues – 502 response 
	Slide 29: Secure Web Gateway Troubleshooting – Common Issues – 502 response Host not resolvable 
	Slide 30: Secure Web Gateway Troubleshooting – Common Issues – 502 response Cannot Connect 
	Slide 31: Secure Web Gateway Troubleshooting – Common Issues Cluster
	Slide 32: Secure Web Gateway Troubleshooting – Common Issues Cluster
	Slide 33: Secure Web Gateway Troubleshooting – Common Issues Cluster - cont
	Slide 34: The perfect Service Request
	Slide 35: Thank You!
	Slide 36: Q and A

